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A. Einleitung  

Dieses Hauptdokument definiert den Rahmen des OE Companion Standard für Smart Meter 2.0 in 
Österreich. Für Detaillierungen und Abweichungen von etwaigen Standards verweist das 
Hauptdokument gezielt auf ergänzende Dokumente.  Eine Übersicht der Kapitel und der 
ergänzenden Dokumente ist in Abbildung 1 dargestellt.  

 

Abbildung 1: Kapitelübersicht des OE Companion Standards für Smart Meter 2.0 in Österreich. Bei widersprüchlichen 
Informationen gilt die vor dem Dokumentennamen angegebene Priorität. (1=hoch, 8=niedrig) 

A.1 Ziel und Zweck des Dokuments 

Der OE Companion Standard definiert die nächste Generation Smart Meter Strom für Österreich 

und dient den österreichischen Netzbetreibern als Grundlage für zukünftige Beschaffungen von 

Smart Metern. Der Companion Standard orientiert sich dabei konsequent an den neuen 

europäischen und nationalen Rahmenbedingungen, den Bedürfnissen von Netzbetreibern sowie 

den Anforderungen des Marktes. Der Companion Standard basiert daher auf internationalen, 

offenen Standards. Nach dem Prinzip - so detailliert wie notwendig und so offen wie möglich - 

wurden die Anforderungen vertieft spezifiziert, um Interpretationsspielraum zu vermeiden und 

Interoperabilität sowie Interchangeability sicherzustellen.  



 

Dabei soll mit dem Companion Standard ein modularer Ansatz sichergestellt werden, der einen 

Austausch des Kommunikationsmoduls ermöglicht und somit neue Kommunikationstechnologien 

auch künftig genutzt werden können. Welche Kommunikationstechnologien für das jeweilige 

Versorgungsgebiet optimal sind, obliegt den Netzbetreibern selbst.  

Dadurch soll ein nachhaltiger und effizienter Einsatz von Smart Metern 2.0 in Österreich 

gewährleistet werden. 

Ziele: 

• Ein österreichweiter Companion Standard für alle Smart Meter Typen der Sparte Strom 
(gültig für alle Spannungsebenen) 

• Interoperabilität und Interchangeability von Smart Metern 

• Einheitliche Funktionalitäten von Smart Metern in Österreich 

• Umsetzung einheitlicher Use Cases basierend auf dem AC Electricity Smart Meter 
Generic Companion Profile (ACESM GCP) der DLMS UA 

• Nutzung unterschiedlicher Kommunikationstechnologien mit einem Smart Meter 

• Reduktion der Komplexität von Smart Meter Prozessen und zugehörigen Komponenten 

• Erhöhte Transparenz gegenüber Kunden und dem Markt  

• Steigerung der Attraktivität des österreichischen Marktes für Smart Meter Hersteller durch 
größere Mengen 

• Reduktion der Kosten für individuelle Entwicklungen, Anpassungen, Integration und 
Testing 

• Sicherstellung einer fortwährenden Weiterentwicklung gemäß den anerkannten Regeln 
der Technik 

• Funktionale Beschreibung eines Dualmode-Gateways  

Nichtziele: 

• Produktentwicklung bzw. Auswahl eines Zählerherstellers 

• Standardisierung der zentralen Softwarekomponenten (HES / MDM) 

• Direkter Zugriff durch Dritte auf die Smart Meter Infrastruktur 

• Österreichischer Companion Standard für Dualmode-Gateways 

• Zertifizierung der Dualmode-Gateways 

• Interoperabilität und Interchangeability der Dualmode-Gateways 

A.2 Nutzen 

Der Nutzen eines österreichweiten Companion Standard ist, im Schulterschluss mit der Branche 

effiziente Marktprozesse mit einer erhöhten Transparenz den Kund*innen gegenüber zu 

ermöglichen. Durch den österreichweiten und herstellerunabhängigen Standard soll eine 

Kostenreduktion und Investitionssicherheit erzielt werden.  Darüber hinaus soll eine hohe 

Datenverfügbarkeiten sichergestellt werden, um die neuen gesetzlichen, regulatorischen oder 

kundenseitigen Anforderungen bestmöglich zu erfüllen.   

A.3 Geltungsbereich und Stückzahlen in Österreich 

Der Österreichs Energie Companion Standard wurde von den 13 größten Netzbetreiben in 
Österreich entwickelt: 

• Wiener Netze GmbH 

• Netz Niederösterreich GmbH 

• Netz Oberösterreich GmbH 



 

• Energienetze Steiermark GmbH 

• Salzburg Netz GmbH 

• Kärnten Netz GmbH (KNG) 

• TINETZ – Tiroler Netze GmbH 

• Vorarlberger Energienetze GmbH 

• Netz Burgenland GmbH 

• LINZ NETZ GmbH 

• Stromnetz Graz GmbH & Co KG 

• Innsbrucker Kommunalbetriebe AG (IKB Netze) 

• Stadtwerke Klagenfurt AG 

Alle weiteren Netzbetreiber wurden durch einen Vertreter der Vereinigung Österreichischer 
Elektrizitätswerke (VÖEW) repräsentiert. 

Der Geltungsbereich des Companion Standards OE bezieht sich demnach auf alle Smart Meter in 
Österreich. Gemäß ElWG 2025 sind alle Kundenverrechnungszähler unabhängig der 
Spannungsebene als Smart Meter auszuführen. Die genauen Stückzahlen werden von der E-
Control in einem jährlichen Smart Meter Monitoring Bericht veröffentlicht. Im „Bericht zur 
Einführung von intelligenten Messgeräten in Österreich 2025 – Berichtsjahr 2024“ sind 6.737.329 
Smart Meter in Österreich angeführt. 

Es wird von einem jährlichen Zählerzuwachs von rund 1% ausgegangen, respektive der 
Möglichkeit auf Kundenwunsch zusätzliche Messeinrichtungen (ehem. Submeter) in 
Kundenanlagen zu installieren.  

Hinweis: Zusätzlich zu dem hier beschriebenen Companion Standard, wird ein Subset der 
österreichischen Netzbetreiber (ca. 8%) Direktzähler mit einer Hardwareerweiterung ausschreiben 
(nicht vor 2029). Diese Erweiterung wird von den anderen österreichischen Netzbetreibern nicht 
benötigt. Die Erweiterung umfasst eine zusätzliche Schnittstelle für einen externen Taster, zur 
Bedienung des Displays. gemäß Kapitel H.4.  



 

 

A.4 Zielgruppen 

Zielgruppen für das Dokument sind sämtliche Stakeholder eines Smart Meters in Österreich, 
Zählerhersteller, Netzbetreiber, als auch Behörden und Ministerien.  

A.5 Referenzierte Gesetze Normen und Standards 

Siehe Dokument „A.1_OE_CS_Gesetze_Normen_und_Standards.pdf“. 

 

B. Big Picture 

B.1 Architektur des Zählersystems 

Basis für die Systemarchitektur von Smart Metering 2.0 stellt die im Rahmen des EU-Mandats 
M/441 erarbeitete Smart Metering Referenzarchitektur dar, welche im technischen Report TR 
50572 der CENELEC veröffentlicht wurde. Nachstehend ist die aus der Referenzarchitektur 
abgeleitete Systemarchitektur für Smart Metering 2.0 für Österreich sowie Beschreibung der 
funktionalen Komponenten und Kommunikationsschnittstellen dargestellt. 
 
Das Architekturbild gilt für direkte als auch (halb-)indirekte Smart Meter 2.0. Wobei ein Breaker 
ausschließlich bei direkten Zählern vorgesehen ist. 
 



 

 
Abbildung 3: Gesamtaufbau des Smart Meters 2.0 

 
 

B.1.1 Grundbausteine des Smart Meters 

• Zählwerk 
zum Messen und Erfassen der Verbrauchs- und Betriebsdaten 

• Display:  
zum Anzeigen von Messdaten, Zählerständen, und Konfigurationen am Smart Meter 

• Breaker (Abschalteinrichtung):  
zum Ein- und Ausschalten der Kundenanlage 

• Firmware 
o Eichpflichtiger Bestandteil der Firmware 
o Nicht-Eichpflichtiger Bestandteil der Firmware 

• Speicher 
Für Firmware, Messdaten und Protokolle der auch einen sicheren Bereich für 
kryptografisches Material vorsieht. 



 

B.1.2 Schnittstellen der Komponenten 

• Schnittstelle G1 (Smart Meter – Zentrales System) 

Über diese bidirektionale Schnittstelle wird der Smart Meter über eine Punkt-zu-Punkt 

Verbindung (P2P) an das zentrale System angebunden.  

• Schnittstelle G2 (Dualmode-Gateway – Zentrales System) 
Über diese bidirektionale Schnittstelle wird das Dualmode-Gateway über eine Punkt-zu-
Punkt Verbindung (P2P) an das zentrale System angebunden.  

• Schnittstelle C (Smart Meter – Dualmode-Gateway)  
Über diese bidirektionale Schnittstelle wird der Smart Meter über eine G3-PLC bzw. G3-
Hybrid Verbindung an das Dualmode-Gateway angebunden. 

• Schnittstelle M1 (Modulschnittstelle) 
Diese Schnittstelle verbindet den Smart Meter mit dem Kommunikationsmodul. 

• Schnittstelle SZ (Serviceschnittstelle Smart Meter) 
Die bidirektionale Schnittstelle SZ dient zur lokalen Anbindung von Wartungsgeräten (z.B. 
Handheld-Geräten) für die Parametrierung, Updates oder für das Auslesen von Daten aus 
den Smart Metern. Diese Schnittstelle muss so performant sein, dass die Use Cases vor 
Ort in vertretbarer Zeit abgewickelt werden können. 

• Schnittstelle H1 (Kundenschnittstelle) 
Die unidirektionale Schnittstelle H1 dient zur Bereitstellung von Daten in nahezu Echtzeit, 
für das Monitoren von Verbrauchsdaten oder zum Einbinden in kundenseitige 
Energiemanagementsysteme. 

• Schnittstelle SG (Serviceschnittstelle Dualmode-Gateway) 
Die bidirektionale Schnittstelle SG dient zur lokalen Anbindung von Wartungsgeräten für 
die Parametrierung, Updates oder für das Auslesen von Betriebsdaten aus dem 
Dualmode-Gateway. 

• Schnittstelle SA (Steuerausgänge)  
Der Smart Meter stellt zwei potentialfreie Kontakte für externe (Last-)Schaltung zur 
Verfügung. 
 

  



 

B.1.3 Angebundene Komponenten  

• Dualmode-Gateway (DGW) 
Das Dualmode-Gateway bildet die Übertragungskomponente zwischen G3-PLC bzw. G3-
Hybrid Kommunikationsmodulen, der angebundenen Smart Meter und dem zentralen 
System. Die Kommunikation zwischen dem Kommunikationsmodul der Smart Meter und 
dem zentralen System erfolgt über die Schnittstellen C und G2 am Dualmode-Gateway.  

Die sicherheitsrelevanten Funktionen sind im „F.1_OE_CS_E2E-Sicherheit-
Anforderungskatalog.pdf“ definiert, die technischen Anforderungen im Dokument 
„E.4_OE_CS_Lastenheft_Dualmode-Gateway.pdf“. 

a. Betrieb als reines Gateway (Gateway-Mode) 

In diesem Mode wird eine transparente Ende-zu-Ende-Kommunikationsverbindung 
zwischen dem zentralen System und den Zählern hergestellt.  

b. Dualer Betrieb als Gateway und Datenkonzentrator (Dualmode) 

In diesem Modus wird die Verarbeitung der Nachricht nach der Quelle unterschieden. 

Nachrichten zwischen zentralem System und Smart Meter (Gateway-Mode) 

Werden Nachrichten zwischen zentralem System und den angebundenen Smart 
Metern ausgetauscht, werden diese vom Dualmode-Gateway weitergeleitet. Die 
Verarbeitung folgt den Regeln des reinen Gateway-Betriebs. (siehe Gateway-Mode). 

Nachrichten zwischen DGW und Smart Meter (Datenkonzentrator-Mode) 

Werden Nachrichten zwischen DGW und den angebundenen Smart Metern 
ausgetauscht, wird eine DLMS COSEM Verbindung direkt zwischen DGW und den 
Smart Metern aufgebaut, um die Operationen des Datenkonzentrators durchzuführen. 
 

Zentrales System 

Das zentrale System ist die Gegenstelle der Smart Meter oder der Dualmode-Gateways. 
Dieses umfasst folgende Systeme: 

o Head-End-System (HES) 
o Gateway Managementsystem  
o Hardware Security Module (HSM) 
o Public-Key-Infrastructure (PKI) 
o Key-Management-System (KMS) 

Ferner stellt das zentrale System die Gegenstelle des Kommunikationskanals und des 
Applikationsprotokolls der Smart Meter und Dualmode-Gateways dar. Diese Strecke ist 
gemäß „F.1_OE_CS_E2E-Sicherheit-Anforderungskatalog.pdf“ abzusichern. Das zentrale 
System bietet definierte Schnittstellen für die Ankopplung an die IT-Backendsysteme. 

• Service Device 



 

Das Service Device ist ein mobiles Servicegerät zur Installation, Wartung und Konfiguration 
von Smart Metern und Dualmode-Gateways im Feld. Es ermöglicht eine sichere 
Kommunikation über die Schnittstellen SZ (für Smart Meter) und SG (für Dualmode-
Gateways). Die Bedienung erfolgt über eine intuitive Benutzeroberfläche mit Logging- und 
Diagnosetools. Das Gerät ist robust, energieeffizient und für den Außeneinsatz optimiert.  
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B.2 Schnittstellentabelle Smart Meter 
  
Tabelle 1: Beschreibung der WAN-, LAN-, Service-, Kunden- und Steuerschnittstellen (G1, G2, C, M1, SZ, H1, SA) 

Schnittstelle  Bezeichnung  Anwendungsbereich  Richtung  Zusatzinformation 

G1  G1  Remote Verbindung Zentrales 
System und Smart Meter ohne 
Gateway;   

DLMS-Client im Zentralen System  

bidirektional  Kabellos:  

• NB-IoT1/2  
• LTE-M1/2 (inkl. 450 MHz)  
• LTE CAT-1/1bis (inkl. 450 

MHz) 

Kabelgebunden: 

• Ethernet 

G2  G2  Remote Verbindung 
Zentrales System und Smart Meter.  

bidirektional  Zentrales System und GW (G2): 
NB-spezifisch, z.B.: Ethernet / LWL 
/ Mobilfunk  
  

C  LAN C  Remote Verbindung Dualmode-GW 
und SM (Netzzugangsschicht G3-
PLC bzw. G3-Hybrid)  

bidirektional  G3-PLC bzw. G3-Hybrid auf 
Netzzugangsschicht  

M1  Modulschnittstelle 
(Module Interface)  

Lokale Verbindung zwischen 
Kommunikationsmodul und Smart 
Meter  

bidirektional  Herstellerspezifisch. Nicht durch 
OE CS spezifiziert. 

SZ  Serviceschnittstelle 
(Service Interface)  

Lokale Verbindung zwischen Service 
Device und Smart Meter  

bidirektional  Infrarot nach IEC62056-21   
Standard Baudrate ab 19200   

H1  Kundenschnittstelle 
(Customer 
Interface)  

Bereitstellung von Daten (Push) in 
nahezu Echtzeit gemäß gesetzlicher 
Anforderung. 

unidirektional  DSMR P1; spannungsversorgt, 
115k baud rate 

SA  Steuerausgang 
(Control Output)  

Steuersignale (Ein/Aus) je 
Steuerausgang  

unidirektional  2 potentialfreie Schaltrelais  
(kein Kommunikationsprotokoll)  
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B.3 Schnittstellen im Detail 
Die Details zu den Schnittstellen, Protokollen und IT Basisservices sind im Dokument „B.3_OE_CS_Anhang_Schnittstellen_Details.pdf“ 
definiert.  
 
B.4 Übersicht Zählerregister 
 
Tabelle 2: Übersicht der wichtigsten Messgrößen sowie deren zugehörige Ausgabe- und Speicherintervalle am Smart Meter. 

  Ausgabeintervall Kundenschnittstelle H1 1 Sekunde - - - -  
Speicherintervall - 15 Minuten 24 Stunden 1 Monat 10 oder 15 Minuten  
Speichertiefe - >=60 Tage  >=60 Tage  15 Werte >=10 Tage  

       
 OBIS Code der Profile  1-0:99.1.0.255 1-0:99.2.0.255 1-0:99.1.4.255 1-0:99.14.0.255 

OBIS Code Beschreibung des Momentanregisters 
(Gemessen im Abtastintervall des Zählers) 

Momentanwert 
/Sekundenwert 

15-Minuten 
Lastprofil 

24 Stunden 
Lastprofil 

Monatliches 
Verrechnungsprofil 

Betriebsdatenprofil 

0:96.1.1.255 Zählernummer x         

0:96.10.x.255 Status   x x 
 

x 
0-0:1.0.0.255  Clock  x x x x x 

1-0:1.6.0.255  Höchster 15-Minuten-Wirkleistungswert des Monats - Bezug +P  x     x   
1-0:2.6.0.255  Höchster 15-Minuten-Wirkleistungswert des Monats - Lieferung -P  x     x   

1-0:3.6.0.255  Höchster 15-Minuten-Blindleistungswert des Monats - Bezug +Q 
 

    x   

1-0:4.6.0.255  Höchster 15-Minuten-Blindleistungswert des Monats - Lieferung -Q 
 

    x   

1-0:1.7.0.255  Wirkleistung Bezug +P  x         

1-0:2.7.0.255  Wirkleistung Lieferung -P  x 
 

  
 

  
1-0:3.7.0.255  Blindleistung Bezug +Q x         
1-0:4.7.0.255  Blindleistung Lieferung -Q x         
1-0:5.7.0.255  Blindleistung +Qi  x         
1-0:6.7.0.255  Blindleistung +Qc  x         
1-0:7.7.0.255  Blindleistung -Qi  x         
1-0:8.7.0.255  Blindleistung -Qc  x         

1-0:1.8.0.255  Wirkenergie Bezug +A  x x x x   
1-0:2.8.0.255  Wirkenergie Lieferung -A  x x x x   
1-0:3.8.0.255  Blindenergie Bezug +R  x x x x   
1-0:4.8.0.255  Blindenergie Lieferung -R  x x x x   
1-0:5.8.0.255  Blindenergie +Ri  x x x x   
1-0:6.8.0.255  Blindenergie +Rc  x x x x   
1-0:7.8.0.255  Blindenergie -Ri  x x x x   
1-0:8.8.0.255  Blindenergie -Rc  x x x x   

1-0:32.7.0.255  Spannung L1  x       
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1-0:52.7.0.255  Spannung L2  x       
 

1-0:72.7.0.255  Spannung L3  x       
 

1-0:31.7.0.255  Strom L1  x       
 

1-0:51.7.0.255  Strom L2  x       
 

1-0:71.7.0.255  Strom L3  x       
 

0-1:96.3.10.255 Kontaktstatus Relay 1 (0 oder 1)  x         
0-2:96.3.10.255 Kontaktstatus Relay 2 (0 oder 1)  x         

1-0:32.23.0.255 Min Spannung L1  
 

      x 
1-0:32.24.0.255 Average Spannung L1 

 
      x 

1-0:32.26.0.255 Max Spannung L1        x 
1-0:52.23.0.255 Min Spannung L2         x 
1-0:52.24.0.255 Average Spannung L2        x 
1-0:52.26.0.255 Max Spannung L2        x 
1-0:72.23.0.255 Min Spannung L3     x 
1-0:72.24.0.255 Average Spannung L3     x 
1-0:72.26.0.255 Max Spannung L3     x 
1-0:31.24.0.255 Average Strom L1      x 

1-0:51.24.0.255 Average Strom L2     x 
1-0:71.24.0.255 Average Strom L3     x 



 

Oesterreichs Energie 16/20 

C. Use Cases 

Die Use Cases für Smart Meter 2.0 basieren auf dem AC Electricity Smart Meter Generic Companion 
Profile (ACESM GCP) 1.0.1 der DLMS User Association. Österreich spezifische Anforderungen, 
Ergänzungen und Abweichungen zum ACESM GCP werden im Dokument „H.2_OE_CS_Annex.pdf“ 
spezifiziert. Weiters wurden drei spezifische Use Cases für den österreichischen Markt definiert. Die 
Österreich spezifische Anforderungen inklusive der drei spezifische Use Cases sind im Dokument 
„C.1_OE_CS_ACESM_GCP_ Austrian Specifics.pdf“. Alle Use Cases sind in der nachfolgenden Tabelle 
aufgelistet. 

C.1 Übersicht 

Tabelle 3: Übersicht der ACESM GCP Use Cases und der Österreich spezifische Anforderungen. 

ID Use Case Description 

UC01 Meter Registration Process of incorporating devices (ACESMs, 
submeters, ...) into the system. 

UC02 Remote Tariff Programming Process of remotely programming the parameters 
necessary to support a time of use (TOU) based 
tariff contract 

UC03 On Demand Meter Register 
reading for multi-utility meters 

Process of collecting meter register readings upon a 
specific request. 

UC04 On Demand Meter Load Profile 
reading for multi-utility meters 

Process of collecting load profile register readings 
upon a specific request. 

UC05 Periodic Meter reading for 
multi-utility meters 

Process of periodically collecting meter readings for 
billing purposes (periodic reading) 

UC06 Remote or local Disconnection 
and Reconnection (E, G) 

Process of disconnecting or reconnecting the 
electricity I or gas (G) supply of a customer 

UC07 Clock Synchronization Process of adjusting the internal clock of the 
metering equipment 

UC08 Quality of Supply Process of supervising Power Outages, Sags and 
Swells, 

UC09 Load Management by relay (E 
only) 

Process of controlling specific local loads by means 
of relays. 

UC10 Firmware update Process of downloading new firmware to a device 

UC11 Meter supervision Process of supervising any events which could 
comprise the meter and the system. 

UC12 Consumer Information Process of periodically transmitting meter reads and 
consumer information via a local digital interface 

UC13 Communication Supervision Process of supervising events affecting the meter to 
HES communication. 

UC14 Enabling / disabling 
functionalities 

Process of enabling or disabling a functionality. 

UC15 Power Control Process of activating or deactivating the demanded 
power control mode in meters 

UC16 Alarm and event Management Process of management of events and equipment 
alarms 

UC17 Meter Availability Control Process to ping a meter to check that 
communication works 
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UC18 Display messages on meter 
display 

Process of displaying pre-defined or on-the-fly 
messages such as supply of energy or tariffs 

UC19 Configuration of meter locally Process of initial installation or in-service control 

UC20 Manage security settings Process of setting and updating security credential 
scan be done locally or remotely and cover setting 
new security keys or certificates in the meter 

UC21 Prepayment Prepayment is not supported 

Oe01 Communications Configuration  Configuration of communications parameters 
needed for PLC and P2P technologies. 

Oe02 Test and Calibration Change of meter operational mode to permit testing 
and return to service. 

Oe03 Exchange of communications 
module 

Replacement of a communications module to adopt 
a new communications technology 

 

D. Implementierungsstandards 

Die Basis für die Implementierung stellt der ACESM GCP 1.0.1 der DLMS User Association dar. 

Ergänzungen und Abweichungen sind im Dokument „H.2_OE_CS_Annex.pdf“ und in den folgenden 

Unterkapiteln (siehe OE Use Cases in Tabelle Oben) beschrieben. 

D.1 Objektmodel 

Um die Austauschbarkeit von Smart Metern verschiedener Hersteller in einem System zu gewährleisten, 

wurde das Objektmodel auf Basis der Use Cases definiert. In diesem Modell sind alle Obis Codes, 

Interface Klassen, Attribute, Instanzen, Clients und Berechtigungen definiert und festgelegt. Nur Smart 

Meter, welche dieses Objektmodell ohne Abweichungen implementiert haben, entsprechen diesem 

Companion Standard.  

D.2 Implementation Guide G3-PLC und G3-Hybrid 

 
Ziel dieses Dokuments ist eine einheitliche Definition der für die PLC-Kommunikationsinfrastruktur 
benötigten Funktionen und Parameter, um die Interoperabilität aller PLC-Geräte (Smart Meter, 
Dualmode- Gateway, etc.) und den Head-End-Systemen sicherzustellen. Es ergänzt die Standards ITU-
T G.9901 und G.9903 und beschreibt die Bitübertragungs- und 
Datenverbindungsschicht (data link layer).  Zusätzlich dient die „Implementierungsrichtlinie“ als 
Begleitdokument zur Definition von der Transportschicht (transport layer) bis hinunter 
zur Bitübertragungsschicht (pysical layer).  
 
Dafür werden hier definiert:  

• zu unterstützende Netzwerktechnologien  
• Spezifische Zählerfunktionen  
• Erläuterungen zum OE- Objektmodell „D.1_OE_CS_Objektmodel.xlsx“ 
• Zusätzliche Beschreibung von spezifischen Events, Alarmen und Fehlerbehebungsprozeduren  

 
Für bereits dokumentierte Funktionen wird nur auf die entsprechenden Dokumente referenziert. Zum 

Beispiel:  ACESM GCP der DLMS UA; AT commands; etc.  Das Dokument ist in 
„D.2_OE_CS_Implementation_Guide_G3-PLC_und G3-Hybrid.pdf“ angeführt. 
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D.3 Implementation Guide Mobilfunk 

Ziel des Dokuments ist eine einheitliche Definition der für die Mobilfunk Kommunikationsinfrastruktur 
benötigten Funktionen und Parameter, um die Interoperabilität aller Zähler und den Head-End-Systemen 
sicherzustellen.  
 
Dazu werden in diesem Dokument folgende Aspekte definiert  

• Zu unterstützende Mobilfunktechnologien 
• Spezielle Anforderungen an die Mobilfunktechnologien 
• Anforderungen an die technischen Eigenschaften des Funkmoduls 
• Notwendige Zählerfunktionen  
• Erläuterungen zum Objektmodell  
• Zu überwachende Events und Alarme  

 
Das Dokument ist in „D.3_OE_CS_Implementation_Guide_Mobilfunk.pdf“ angeführt. 

D.4 Implementation Guide Ethernet 

Das Dokument ist in „D.4_OE_CS_Implementation_Guide_Ethernet.pdf“ angeführt. 

E. Lastenhefte 

Die Zähler und das Dualmode-Gateway müssen zukunftssicher ausgeführt sein. Dies bedeutet die 
Geräte müssen über genügend Speicher (flüchtig und nichtflüchtig) und Rechenleistungsreserven 
verfügen, um Aktualisierungen (z.B.: Sicherheitsfunktionen) zu ermöglichen. Die Aktualisierbarkeit muss 
während des gesamten Produktlebenszyklus gewährleistet sein. Die Geräte dürfen nach 
Implementierung sämtlicher Anforderungen aus dem Österreichs Energie Companion Standard Smart 
Metering 2.0 inklusive V44 Kompression sowohl die Speicher als auch die Rechner nur maximal zu 50 
% auslasten. Dies ist durch den Hersteller so detailliert nachzuweisen, dass eine einfache Überprüfung 
möglich ist. 

E.1 Lastenheft für Smart Meter 1ph und 3ph direkte Messung der 2. Generation 

Das Basisdokument „E.1_OE_CS_Lastenheft_SM_Direktmessung.pdf“ beschreibt die wesentlichen 
technischen Anforderungen an die intelligenten Messgeräte. 

E.2 Lastenheft für Smart Meter Messwandler der 2. Generation 

In dem Dokument „E.2_OE_CS_Lastenheft_SM_Messwandler.pdf“ sind die Abweichungen bzw. 
Ergänzungen von Messwandlerzähler zu den Anforderungen zum Lastenheft E.1 direkte Messung 
definiert. 

E.3 Lastenheft Displayguide 

In dem Dokument „E.3_OE_CS_Lastenheft_Displayguide.pdf“ sind die wesentlichen Funktionen an die 
Menüführung der Anzeige am Display festgelegt. 

E.4 Lastenheft über die funktionale Beschreibung Dualmode-Gateway 

In dem Dokument „E.4_OE_CS_Lastenheft_Dualmode-Gateway.pdf“ gibt eine Übersicht über die 
wesentlichen funktionalen Anforderungen an ein Dualmode-Gateway für die G3-PLC bzw. G3-Hybrid 
Kommunikation. Es werden jedoch nicht alle Anforderungen im Detail beschrieben 

F. Security Anforderungen  
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F.1 Anforderungskatalog Ende-zu-Ende-Sicherheit 

Der Anforderungskatalog „Ende-zu-Ende-Sicherheit für Smart Metering“ von Österreichs Energie 

definiert die verbindlichen technischen und organisatorischen Mindestanforderungen an eine 

durchgängige Sicherheitsarchitektur für Smart-Meter-Systeme in Österreich, einschließlich Zähler, 

Dualmode-Gateways, zentrale Systeme und deren Kommunikation. Der Anforderungskatalog ist im 

Verzeichnis „F.1_OE_CS_E2E-Sicherheit-Anforderungskatalog.pdf“ aufzufinden. 

G. Standard-Liefer-Konfiguration 

G.1 Standard-Liefer-Konfiguration 

Dieses Kapitel ist in der aktuellen Fassung des Österreichs Energie Companion Standards noch nicht 
finalisiert und wird in einer späteren Version ergänzt. 

G.2 Shipment File 

Dieses Kapitel ist in der aktuellen Fassung des Österreichs Energie Companion Standards noch nicht 

finalisiert und wird in einer späteren Version ergänzt. 

H. Anhang 

H.1 Glossar und Begriffsdefinitionen 

Tabelle 4: Verzeichnis relevanter Abkürzungen, welche im OE CS verwendet werden. 

Begriff Erklärung 

ACESM GCP AC Electricity Smart Meter Generic Companion Profile 

DGW Dualmode-Gateway 
DLMS Device Language Message Specification 

DLMS UA DLMS User Association 

DSMR Dutch Smart Meter Requirements 

DSO Distribution System Operator 
E2E Ende-zu-Ende 

ECA E-Control Austria 

ElWG Elektrizitätswirtschaftsgesetz 

G3-PLC G3 Power Line Communication 

GW Gateway 

HES Head-End-System 

HLS High Level Security 

HSM Hardware Security Module 

IEC International Electrotechnical Commission 

IKB Innsbrucker Kommunalbetriebe 

LAN Local Area Network 

MDM Meter Data Management 
OBIS Object Identification System 

OE / OE CS Österreichs Energie / Österreichs Energie Companion Standard 

P2P Point-to-Point 
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PKI Public Key Infrastructure 
PLC Power Line Communication 
PQ Power Quality 
SA Steuerausgang (Control Output) 
Service Device Mobiles Gerät zur Wartung- und Instandhaltung. (ehem. HHU) 
SG Serviceschnittstelle (Gateway) 
SZ Serviceschnittstelle (Smart Meter) 
VÖEW Vereinigung Österreichischer Elektrizitätswerke 
  

 

H.2 Beispielkonfigurationen 

Dieses Kapitel ist in der aktuellen Fassung des Österreichs Energie Companion Standards noch nicht 
finalisiert und wird in einer späteren Version ergänzt. 

H.3 Zählerstifte und Steckleisten 

Siehe Dokument “H.3_OE_CS_Zählerstifte_und_Steckleisten.pdf”. 

H.4 Spezifizierung des Direktzähler mit Hardwareerweiterung  

Die Erweiterung ist ein Eingang für einen externen Taster. Mit diesem muss es möglich sein sowohl den 

Breaker als auch die Displaysteuerung zu bedienen. Dieser Eingang muss die Spannungsversorgung 

für den externen Taster sicherstellen und entsprechend kurzschlussfest ausgeführt sein. Ein solcher 

Anschluss muss 2-polig als Schließer (z.B. 24V/250mA) mit Federzugklemmen oder Schraubklemmen 

ausgeführt werden und muss der technischen Betriebssicherheit des Zählers entsprechen.   

 



 

Oesterreichs Energie 1/10 

Oesterreichs Energie Companion Standard  

Smart Meter 2.0 

 

A.1_OE_CS_Gesetze_Normen_und_Standards 

 

Version 1.0 

31.03.2026   



 

Oesterreichs Energie 2/10 

Versionsverlauf 

Version Änderungen Datum Autor 
1.0 Veröffentlichung Erstversion 31.03.2026 Oesterreichs Energie 

 

  



 

Oesterreichs Energie 3/10 

Inhalt 
A. Gesetzliche Rahmenbedingungen und Normen ................................................................................. 3 

A.1 Europäische Vorgaben .................................................................................................................... 4 

A.2 Nationale gesetzliche Vorgaben ...................................................................................................... 4 

A.3 Nationale Rahmenbedingungen ...................................................................................................... 4 

A.4 OE Anforderungskataloge und Dokumente..................................................................................... 4 

B. Standards und Normen ....................................................................................................................... 4 

B.1 Nationale Berichte ............................................................................................................................ 5 

B.2 Normen ............................................................................................................................................. 5 

 

  



 

Oesterreichs Energie 4/10 

A. Gesetzliche Rahmenbedingungen und Normen 

A.1 Europäische Vorgaben 

• Elektrizitätsbinnenmarkt-Richtlinie (RL 2009/72/EG) 

• Clean Energy Packages (CEP) (RL [EU] 2019/944) 

• Mandate M441 for smart meters 

• MID-Richtlinie – europäisches MEG für Smart Meter 

• Network Code: Requirements for Generators (RFG) 

• Network Code: Demand Response 

• Network Code: Cyber Security 

A.2 Nationale gesetzliche Vorgaben 

• Elektrizitätswirtschaftsgesetz (ElWG) 

• Intelligente Messgeräte-Einführungsverordnung (IME-VO) 

• Intelligente Messgeräte-Anforderungsverordnung (IMA-V 2026) (Derzeit in Konsultation, 
Inkrafttreten im Juli 2026 geplant.) 

• Datenformat- und Verbrauchsinformationsdarstellungsverordnung (DAVID-VO) 

• Datenschutzgesetz (DSG) 

• Maß- und Eichgesetz (MEG) 

• Erneuerbaren-Ausbau-Gesetz 

• Netz- und Informationssystemsicherheitsgesetz (NISG)  

• ÖNORM A-7700 

A.3 Nationale Rahmenbedingungen 

• Technische und Organisatorische Regeln für Betreiber und Benutzer von Netzen (TOR) 

• Sonstige Marktregeln Strom (SoMa) 

A.4 OE Anforderungskataloge und Dokumente 

• OE Anforderungskatalog Ende-zu-Ende Sicherheit Smart Metering 

• Data Protection Impact Assessment /Datenschutz-Folgenabschätzung für den Smart Meter 
Einsatz (aktuelle Version) 

B. Standards und Technische Richtlinien  

ETSI Bezeichnung 

TS 102 221 Smart Cards; UICC-Terminal interface; Physical and 
logical characteristics 

TS 124 301 Universal Mobile Telecommunications System (UMTS); 
LTE; 5G; Non-Access-Stratum (NAS) protocol for 
Evolved Packet System (EPS); Stage 3    

TS 136 101 LTE; Evolved Universal Terrestrial Radio Access (E-
UTRA); User Equipment (UE) radio transmission and 
reception 

TS 136 133 LTE; Evolved Universal Terrestrial Radio Access (E-
UTRA); Requirements for support of radio resource 
management 

TS 136 306 Evolved Universal Terrestrial Radio Access (E-UTRA); 
User Equipment (UE) radio access capabilities 
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TS 136 321 Evolved Universal Terrestrial Radio Access (E-UTRA); 
Medium Access Control (MAC) protocol specification 

TS 136 331 Evolved Universal Terrestrial Radio Access (E-UTRA); 
Radio Resource Control (RRC); Protocol specification 

  

CEN/CLC/ETSI/TR Bezeichnung 

TR 50572 Functional reference architecture for communications 
in smart metering systems 

  

GSMA Bezeichnung 

SGP.31 eSIM IoT Architecture and Requirements 

SGP.32 eSIM IoT Technical Specification 

TS.3 IoT Device Connetion Efficiency Guidelines 

  

BSI Bezeichnung 

TR-03109-1 Anforderungen an die Interoperabilität der 
Kommunikationseinheit eines intelligenten 
Messsystems 

TR-03116, part 3 Kryptographische Vorgaben für Projekte der 
Bundesregierung 
Teil 3 - Intelligente Messsysteme 

TR-02102-1 Kryptographische Verfahren: Empfehlungen und 
Schlüssellängen 

  

RFC Bezeichnung 

RFC 2119   Key words for use in RFCs to Indicate Requirement 
Levels 

  

NIST Bezeichnung 

SP 800-57 Part 1 Rev. 5 Recommendation for Key Management: Part 1 – 
General 

FIPS 186-4 Digital Signature Standard (DSS) 

FIPS 186-5 Digital Signature Standard (DSS) 

FIPS 140-2 Security Requirements for Cryptographic Modules 

FIPS-140-2 Annex C Approved Random Number Generators for FIPS 
PUB140-2 

  

 
 

B.1 Nationale Berichte 

• Rechnungshofbericht 2023 über „Intelligente Messegeräte (Smart Meter) – Einführungsstand 
2022” 

• E-Control Austria Monitoring Bericht 2024: „Bericht zur Einführung von intelligenten 
Messgeräten in Österreich 2024 – Berichtsjahr 2023“.  

• E-Control Austria Monitoring Bericht 2025: „Bericht zur Einführung von intelligenten 
Messgeräten in Österreich 2025 – Berichtsjahr 2024“.  
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B.2 Normen  

Es gelten die jeweils aktuellen Fassungen zum Zeitpunkt der Erstellung dieses Dokuments. Bezüglich 
Security müssen jedenfalls alle Normen des Dokumentes „F.1_OE_CS_E2E-Sicherheit-
Anforderungskatalog.pdf“ eingehalten werden. Diese sind hier nicht extra angeführt. 

Welmec  

Welmec Guide 7.2 Software Guide 

Welmec Guide 11.1 Common application for utility meters 

Welmec Guide 11.3 Guide for Sealing of Active Electrical 

Energy Meters and Gas Meters and Conversion 
Devices 

Welmec Guide 11.5 Gas meters or Active electrical energy meters 
equipped with additional functionalities and ancillary 
devices 

Welmec Guide 11.7 Modular evaluation of Active electrical energy meters 

  

IEC/ISO   Bezeichnung  

IEC Publ. 60529  Schutzarten durch Gehäuse (IP-Code) 

ISO 75-1 Kunststoffe - Bestimmung der 
Wärmeformbeständigkeitstemperatur - Teil 1: 
Allgemeines Prüfverfahren 

ISO 75-2 Kunststoffe - Bestimmung der 
Wärmeformbeständigkeitstemperatur - Teil 2: 
Kunststoffe und Hartgummi 

ISO 75-3 Kunststoffe - Bestimmung der 
Wärmeformbeständigkeitstemperatur - Teil 3: 
Hochfeste duroplastische Laminate und 
langfaserverstärkte Kunststoffe 

ISO 27001 Information technology – Security techniques – 
Information security management systems – 
Requirements 

Europanormen  Bezeichnung  

EN 50065-1 Signalübertragung auf elektrischen 
Niederspannungsnetzen im Frequenzbereich 3 kHz 
bis 526,5 kHz - Teil 1: Allgemeine Anforderungen, 
Frequenzbänder und elektromagnetische Störungen 

EN 50065-2-3  Signalübertragung auf elektrischen 
Niederspannungsnetzen im Frequenzbereich 3 kHz 
bis 148,5 kHz - Teil 2-3: 
Störfestigkeitsanforderungen an Netz-
Datenübertragungsgeräte und -systeme, die im 
Frequenzbereich 3 kHz bis 95 kHz betrieben werden 
und für den Gebrauch durch Stromversorgungs- und 
-verteilungsunternehmen bestimmt sind 

EN 50470-1 Allgemeine Anforderungen, Prüfungen und 
Prüfbedingungen – Messeinrichtungen 
(Genauigkeitsklassen A, B und C) 
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EN 50470-3 Besondere Anforderungen – Elektronische 
Wirkverbrauchszähler der Genauigkeitsklassen A, B 
und C 

EN 55011  Industrielle, wissenschaftliche und medizinische 
Geräte - Funkstörungen - Grenzwerte und 
Messverfahren (Basisdokument CISPR 11) 

EN 55014-1  Elektromagnetische Verträglichkeit - Anforderungen 
an Haushaltgeräte, Elektrowerkzeuge und ähnliche 
Elektrogeräte - Teil 1: Störaussendung 
(Basisdokument CISPR 14-1) 

EN 55014-2 Elektromagnetische Verträglichkeit - Anforderungen 
an Haushaltgeräte, Elektrowerkzeuge und ähnliche 
Elektrogeräte - Teil 2: Störfestigkeit - 
Produktfamiliennorm (Basisdokument CISPR 14-2) 

EN 55022-CHRISPR22 Einrichtungen der Informationstechnik - 
Funkstöreigenschaften - Grenzwerte und 
Messverfahren (Basisdokument CISPR 22) 

EN 55032 Elektromagnetische Verträglichkeit von 
Multimediageräten und Einrichtungen - 
Anforderungen an die Störaussendung 
(Basisdokument CISPR 32) 

EN 60060-1 Hochspannungs-Prüftechnik - Teil 1: Allgemeine 
Begriffe und Prüfbedingungen 

EN 61000-3-2 + A2   Elektromagnetische Verträglichkeit (EMV) - Teil 3-2: 
Grenzwerte - Grenzwerte für 
Oberschwingungsströme (Geräte-Eingangsstrom 16 
A je Leiter) 

EN 61000-4-2 Elektromagnetische Verträglichkeit (EMV) - Teil 4-2: 
Prüf- und Messverfahren - Prüfung der Störfestigkeit 
gegen die Entladung statischer Elektrizität 

EN 61000-4-3 Elektromagnetische Verträglichkeit (EMV) – Teil 4-3: 
Prüf- und Messverfahren - Prüfung der Störfestigkeit 
gegen hochfrequente elektromagnetische Felder 

EN 61000-4-4  Elektromagnetische Verträglichkeit (EMV) - Teil 4-4: 
Prüf- und Messverfahren - Prüfung der Störfestigkeit 
gegen schnelle transiente elektrische 
Störgrößen/Burst 

EN 61000-4-5  Elektromagnetische Verträglichkeit (EMV) - Teil 4-5: 
Prüf- und Messverfahren - Prüfung der Störfestigkeit 
gegen Stoßspannungen 

EN 61000-4-6 Elektromagnetische Verträglichkeit (EMV) - Teil 4-6: 
Prüf- und Messverfahren - Störfestigkeit gegen 
leitungsgeführte Störgrößen, induziert durch 
hochfrequente Felder 

EN 61000-4-8 Elektromagnetische Verträglichkeit (EMV) - Teil 4-8: 
Prüf- und Messverfahren - Prüfung der Störfestigkeit 
gegen Magnetfelder mit energietechnischen 
Frequenzen 

EN 62052-11  Elektrizitätszähler – Allgemeine Anforderungen, 
Prüfungen und Prüfbedingungen – Teil 11: 
Messeinrichtungen  
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EN 62052-21 Wechselstrom-Elektrizitätszähler - Allgemeine 
Anforderungen, Prüfungen und Prüfbedingungen -- 
Teil 21: Einrichtungen für Tarif- und Laststeuerung 

EN 62053-21  Elektrizitätszähler - Besondere Anforderungen - Teil 
21: Elektronische Wirkverbrauchszähler für 
Wechselstrom der Genauigkeitsklassen 0,5, 1 und 2 

EN 62053-23  Elektrizitätszähler - Besondere Anforderungen - Teil 
23: Elektronische Blindverbrauchszähler der 
Genauigkeitsklassen 2 und 3 

EN 62053-24 Elektrizitätszähler - Besondere Anforderungen - Teil 
24: Elektronische Grundschwingungs-
Blindverbrauchszähler der Genauigkeitsklassen 0,5 
S, 1 S, 1, 2 und 3 

EN 62053-31  Einrichtungen zur Messung der elektrischen Energie 
(AC) - Besondere Anforderungen - Teil 31: 
Impulseinrichtungen für Induktionszähler und 
elektronische Zähler   

EN 62053-52 Wechselstrom-Elektrizitätszähler - Besondere 
Anforderungen - Teil 52: Symbole 

EN 62054-11, -21 Elektrizitätszähler Zusatzeinrichtungen Teil 11: 
Anforderungen an Impulsgeber 
Elektrizitätszähler Zusatzeinrichtungen Teil 21: 
Impulsgeber für Wechselstromzähler 

EN 62054-21 Wechselstrom-Elektrizitätszähler - Tarif- und 
Laststeuerung - Teil 21: Besondere Anforderungen 
an Schaltuhren 

EN 62056-21  Messung der elektrischen Energie - 
Zählerstandsübertragung, Tarif- und Laststeuerung - 
Teil 21: Datenübertragung für festen und mobilen 
Anschluss  

EN 62056-46 Messung der elektrischen Energie - 
Zählerstandsübertragung, Tarif- und 
Laststeuerung - Teil 46: Anwendung des HDLC-
Protokolls in der Verbindungsschicht 

EN 62056-4-7 Datenkommunikation der elektrischen 
Energiemessung - DLMS/COSEM -- Teil 4-7: 
DLMS/COSEM Transportschicht für IP-
Netzwerke 

EN 62056-5-3 Datenkommunikation der elektrischen 
Energiemessung - DLMS®/COSEM - Teil 5-3: 
DLMS®/COSEM-Anwendungsschicht 

EN 62056-6-1  Datenkommunikation der elektrischen 
Energiemessung - DLMS/COSEM - Teil 6-1: COSEM 
Object Identification System (OBIS)  

EN 62056-6-2 Datenkommunikation der elektrischen 
Energiemessung - DLMS®/COSEM - Teil 6-2: 
COSEM Interface-Klassen 
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EN 62056-8-5 Datenkommunikation der elektrischen 
Energiemessung - DLMS/COSEM - Teil 8-5: 
Schmalband-OFDM-G3-PLC-
Kommunikationsprofil für 
Nachbarschaftsnetzwerke 

EN 62056-8-6 Datenkommunikation der elektrischen 
Energiemessung - DLMS/COSEM -- Teil 8-6: 
Schnelles PLC-ISO/IEC-12139-1-Profil für Areal-
Netze 

DIN/DIN-VDE Normen  Bezeichnung  

DIN 43856 Elektrizitätszähler, Tarifschaltuhren und 
Rundsteuerempfänger; Schaltungsnummern, 
Klemmenbezeichnungen, Schaltpläne 

DIN 43857-1 Elektrizitätszähler in Isolierstoffgehäusen, für 
unmittelbaren Anschluß, bis 60 A Grenzstrom; 
Hauptmaße für Wechselstromzähler 

DIN 43857-2 Elektrizitätszähler in Isolierstoffgehäusen, für 
unmittelbaren Anschluß, bis 60 A Grenzstrom; 
Hauptmaße für Drehstromzähler 

DIN 43857-3 Elektrizitätszähler in Isolierstoffgehäusen, für 
unmittelbaren Anschluß, bis 60 A Grenzstrom; 
Hauptmaße des Klemmendeckels für 
Wechselstromzähler 

DIN 43859  Elektrizitätszähler für Wandleranschluss; Hauptmaße 
für Drehstromzähler  

DIN VDE 0160 05.88  Ausrüstung von Starkstromanlagen mit 
elektronischen Betriebsmitteln  (mit Änderung 
A1/04.89 und A2/10.88)  

Allgemeines  Bezeichnung  

IEC 13 (SEC) 1022  Zuverlässigkeitsanforderungen an elektronische 
Zähler  

OVE-Richtlinie R 21 Zähleranschlussklemmen 

ÖVE-Richtlinie R-23-1  Elektrische, magnetische und elektromagnetische 

Felder im Frequenzbereich von 0 Hz bis 300 GHz -- 

Teil 1: Begrenzung der Exposition von Personen der 

Allgemeinbevölkerung 

FNN-Leitfaden Leitfaden zur Bewertung der Zuverlässigkeit und 

Messbeständigkeit von Elektrizitätszählern und 

Zusatzeinrichtungen 

DSMR P1 Dutch Smart Meter Requirements P1 Companion 

Standard - Version 5.0.2 Final, 2016 

OIML 11  Allgemeine Anforderungen an elektronische 
Messgeräte  

OIML 12  Anforderungen an geeichte Messgeräte  

ÖNORM A-7700 Sicherer Betrieb von Webapplikationen 

Use Cases  
 

Blue Book Part 1 DLMS UA 1000-1 Ed. 18 Part 1 - IEC 62056-6-1,  
Comprehensive Semantic Model for Energy 
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Management,  
OBIS CODES 

Blue Book Part 2 DLMS UA 1000-1 Ed. 18 Part 2 - IEC 62056-6-2,  
Comprehensive Semantic Model for Energy 
Management,  
COSEM Interface Classes 

Green Book DLMS UA 1000-2 Ed.12 V1.0 - - IEC 62056-5-3,  
DLMS/COSEM Architecture and Protocols 

White Book DLMS UA 1002:2003, First Edition reflects most 
important terms 

Yellow Book DLMS/COSEM Conformance Testing Process 

IDIS Package 3, Smart Metering 
Objects 

IDIS Interoperability Specification, Package 3 Smart 
Metering Objects 

GCP AC Electricity Smart Meter 
Generic Companion Profile (GCP)  
DLMS UA 1015-1 Ed. 1 

 ITU-T G.9901 

 

Narrowband Orthogonal Frequency Division 
Multiplexing Power Line Communication 
Transceivers – Power Spectral Density Specification 
ITU-T G.9901 (06/17) 
ITU-T G.9901 (2017) Corrigendum 1 (11/22) 
ITU-T G.9901 (2017) Amendment 1 (04/23) 

 ITU-T G.9903 Narrowband orthogonal frequency division 

multiplexing power line communication transceivers 

for G3-PLC network 

ITU-T G.9903 2017-08-13 

ITU-T G.9903 (2017) Amd. 1 (05/21) 

ITU-T G.9903 (2017) Cor. 1 (03/23) 

ITU-T G.9903 (2017) Amd. 2 (03/23) 

G3 Specification Narrowband OFDM Power Line Communication and 
Radio Frequency Transceivers for G3 networks 

G3-Alliance G3 Specifications (07/2025) 

G3 Certification Performance test suite for G3 device certification 

3GPP 3GPP Alliance Technical Specifications 

RFC 5905 NTPv4 Specification from June 2010 

RFC 6918 ICMP Specification 

RFC 8200 ICMPv6 Specification 

IETF_SSH A. Spaghetti, "SSH File Transfer Protocol," Internet-
Draft, Internet Engineering Task Force (IETF), Jul. 
2025 
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A. Architektur des Zählersystems 

Das Architekturbild gilt für direkte als auch (halb-)indirekte Smart Meter 2.0. Ein Breaker ist ausschließlich 

bei direkten Smart Meter 2.0 vorgesehen.  

 

 

Abbildung 1: Gesamtaufbau des Smart Meters 2.0. Der Breaker ist nur für die Direktmessung vorgesehen.  
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B. Einführung und Umfang 

Dieses Dokument legt die verbindlichen Anforderungen an die Schnittstellen des Smart Meter 2.0 fest. 

Es dient als technische Grundlage für Hersteller, die sowohl Hardware als auch Software entwickeln, um 

die geforderten Kommunikations- und Integrationsfunktionen bereitzustellen. 

Ziel ist es, eine einheitliche und standardkonforme Umsetzung der Schnittstellen sicherzustellen, sodass 

eine reibungslose Integration in zentrale Plattformen gewährleistet ist. Die Beschreibung orientiert sich 

an einem vierstufigen Schichtenmodell (Anwendung, Transport, Vermittlung, Netzzugang), um die 

Protokolle und deren Einsatzbereiche klar zu definieren. 

Jede Schnittstelle wird zunächst in ihrer Funktion und ihrem Zweck beschrieben und anschließend 

detailliert nach den vier Schichten spezifiziert. Die technischen Details verweisen auf die jeweils 

relevanten Normen und Standards, um sowohl Interchangeability, Interoperabilität, als auch 

regulatorische Konformität sicherzustellen. 

 

B.1 Allgemeine Anforderungen zu den remote Schnittstellen G1 und G2 

Die Anbindung an diese Schnittstellen wird via Kommunikationsmodul umgesetzt.  

Der Einbau oder Tausch eines Kommunikationsmoduls muss ohne Verletzung der Werksplombe möglich 

sein. Weiters müssen die Module im Gehäuse so ausgeführt werden, dass ein Tausch auch von 

elektrotechnischen Laien durchgeführt werden darf. Die Spannungsversorgung des Moduls erfolgt auf 

der ungezählten Seite direkt aus dem Smart Meter 2.0.  

Der Tausch des Moduls muss im laufenden Betrieb des Smart Meters möglich sein und ist im Dokument 

„Oe_UC-03 Communication Module Management.pdf“ definiert. 

Es müssen unterschiedlichste Kommunikationsmodule (P2P; PLC, Ethernet, …) beliebig austauschbar 

sein. 

B.1.1 Sicherer DLMS-Verbindungsaufbau  

Die Schnittstellen müssen mindestens DLMS/COSEM Security Suite 2 nach Green Book unterstützen. 

Höhere und Security Standards sind zulässig. 

Folgende Ausprägung ist dabei vorzusehen:  

• High Level Security 5 (HLS5) gemäß DLMS/COSEM. 

• High Level Security 7 (HLS7) gemäß DLMS/COSEM. 

 

Der Verbindungsaufbau ist in folgendem Diagramm dargestellt. Weitere Informationen und Details zum 

Aufbau sind in Green Book beschrieben. 
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Abbildung 2: DLMS-Verbindungsaufbau mit HLS5 und HLS7 
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B.2 Übersicht der DLMS/COSEM-Clients 

Der folgende Sicherheitsaspekt muss von den DLMS/COSEM-Clients erfüllt werden: 

• Kein DLMS/COSEM-Client, dessen Verwendung kryptographisches Material erfordert, darf 

sowohl Remote als auch Lokal verwendet werden 

Folgende DLMS/COSEM-Clients müssen vom Smart Meter 2.0 unterstützt werden: 

 
Tabelle 1 Übersicht der DLMS/COSEM-Clients 

Client-ID Client-Titel Service Verwendung 

1 management Remote Der management Client wird ausschließlich vom 

zentralen System für die WAN-Kommunikation 

über die Schnittstellen WAN G1 und WAN G2 

genutzt. Er verfügt über sämtliche Berechtigungen, 

die für die Installation, Wartung und den Betrieb 

des Smart Meters 2.0 erforderlich sind. 

Bsp.: remote Admin Rolle für Firmware Updates, 

Konfigurationsänderungen, Schaltungen 

2 data readout Remote Der data readout Client wird vom zentralen System 

zur Auslesung von Bewegungsdaten und zum 

Monitoring verwendet. 

Bsp.: automatische periodische und ad hoc 

Datenauslesetasks 

3 fw upload Remote Der fw upload Client wird ausschließlich vom 

Dualmode-Gateway zum Upload der Firmware des 

Smart Meters 2.0 verwendet. 

Bsp.: Broadcasting für Firmware Upload ohne 

Aktivierung 

4 comms mgmt Remote Der comms mgmt Client wird für spezifische 

Parametrierungen der 

Kommunikationstechnologie eingesetzt. 

Bsp.: Änderung spezifischer Kommunikations-

parameter über ein separates System, zB. PLC 

Management System 

5 readout_gw Remote Der readout_gw Client wird ausschließlich vom 

Dualmode-Gateway verwendet, um 

Bewegungsdaten und Monitoring-Daten vom 

Smart Meter 2.0 abzufragen.  

Bsp.: automatische periodische 

Datenauslesungen, zB. Lastprofile 
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6 maintenance Lokal Der maintenance Client wird lokal für 

Wartungszwecke eingesetzt. 

Bsp.: remote Admin Rolle für Firmware Updates, 

Konfigurationsänderungen, Schaltungen 

7 certification Lokal Der certification Client wird lokal für die 

Prüfung/Eichung von Smart Metern in Österreich 

verwendet. 

Bsp.: für externe Eich- oder Zertifizierungsstellen 

ohne kritische Befehle. 

16 public Remote & 
Lokal 

Mit dem public Client wird die Verfügbarkeit des 

Smart Meters und die Abfrage des Framecounters 

ermöglicht. 

Bsp.: im Bedarfsfall Auslesen des Framecounters 

einer spezifischen Rolle  

20 security officer Remote Der security officer Client wird zum Tausch von 

Schlüsselmaterial eingesetzt. 

102 pre-established Remote Der pre-established Client erlaubt es dem Smart 

Meter 2.0, Alarme oder Events an das zentrale 

System zu senden. 

Bsp.: Push Kommunikation 

103 CII Lokal Der lokale CII Client dient der Ausgabe der 

Messwerte über die Kundenschnittstelle. 

Bsp.: für Kund*innen 
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Im Folgenden wird eine Übersicht über die DLMS/COSEM-Clients, die Usecases sowie die Schnittstellen 

gegeben, die für die Ausführung der jeweiligen Usecases mit dem zugehörigen Client verantwortlich sind. 

 

Abbildung 3: Übersicht Usecases zu Schnittstellen zu DLMS Clients  
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C. Schnittstellen im Detail 

C.1 Schnittstelle G1 

Die G1 Schnittstelle ist eine bidirektionale Punkt-zu-Punkt (P2P) Verbindung über die Ferne zwischen 

einem Smart Meter 2.0 und dem Zentralem System. 

C.1.1 Allgemeine Informationen zur Schnittstelle G1 

Die Umsetzung der G1 Schnittstelle basiert auf der in GCP-Kapitel 4 definierten Schnittstelle I3.2. 

Präzisierungen der GCP zur Schnittstelle I3.2 sind im Dokument „H.2_OE_CS_Annex.pdf“ festgelegt. 

 

Die Schnittstelle unterstützt die nachfolgenden Kommunikationstechnologien. Weiterführende Details zu 

den Kommunikationstechnologien sind in „D.3_OE_CS_Implementation_Guide_Mobilfunk.pdf“ und 

„D.4_OE_CS_Implementation_Guide_Ethernet.pdf“ definiert. 

Wireless: 

• LTE-M (UE Cat.M1)  

• LTE-M (UE Cat.M2) wenn verfügbar  

• LTE NB-IoT (UE Cat.NB2)  

• LTE (UE Cat.1bis)  

• LTE (UE CAT.1)  

Wired: 

• Ethernet 

 

Hinweis: In den Kommunikationstechnologien LTE-M1 und LTE CAT-1 muss auch die Frequenz 450Mhz 

nutzbar sein.  

C.1.2 Kommunikationsprofil & Services der Schnittstelle G1 

Die DLMS/COSEM Kommunikation basiert auf TCP/UDP via IPv4 und IPv6 Stack in Kombination mit der 

3GPP folgendem GSM/LTE Netzzugangsschicht.  

Die Kommunikation folgt dem im GCP Kapitel 6 definierten Client und Server Modell. Die unterstützten 

Clients über die G1 Schnittstelle sind in C.1.3.1 Anwendungsschicht festgelegt. Präzisierungen der GCP 

zum Client und Server Model sind im Dokument „H.2_OE_CS_Annex.pdf“ festgelegt. 

 

C.1.3 Schichtmodell der Schnittstelle G1 

Die folgende Grafik stellt das Schichtmodell der Schnittstelle dar. Weitere Informationen zu den einzelnen 
Schichten befinden sich in den jeweiligen Unterkapiteln. 
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Der Verbindungsaufbau, Profile und Services zur Kommunikation via DLMS/COSEM folgen dem DLMS-
Standard in Green Book Kapitel 10.3, wobei die Schnittstelle G1 für die Kommunikation über das „Wide 
Area Network“ verwendet wird. 

 

 

Abbildung 4: OSI Schichtmodell der Schnittstelle G1 

 

C.1.3.1 Anwendungsschicht 
Die Anwendungsschicht erlaubt zusätzlich zur DLMS/COSEM Kommunikation auch die 

Zeitsynchronisation, woraus sich zwei Protokolle der Anwendungsschicht ergeben. 

 

(1) DLMS / COSEM 
Die Anwendungsschicht umfasst den DLMS/COSEM Standard nach Blue Book Part 2. Das 

umzusetzende Objektmodell ist in „D.1_OE_CS_Objektmodel.pdf“ definiert. 

 

Die von der G1 Schnittstelle verwendeten DLMS-Clients und die unterstützten OE Use-Cases sind in B.2 

Übersicht der DLMS COSEM Clients zu finden. 

 

(2) NTPv4 
Die Zeitsynchronisation mithilfe von NTPv4 (NTP setup (class_id = 100)) ist zulässig und kann als 
alternative Lösung genutzt werden, falls die korrekte Zeit über DLMS nicht verfügbar ist. Siehe GCP 
Kapitel 8.8. 

Die Umsetzung der NTP-Kommunikation erfolgt nach RFC 5905. 

 

C.1.3.2 Transportschicht 
Die Transportschicht folgt der Implementierung im Green Book Kapitel 7.2.4.2  
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- UDP nach Green Book Kapitel 7.2.3 

- TCP nach Green Book Kapitel 7.2.4 

 
Die Verwendung von TCP oder UDP wird via COSEM Objekt konfiguriert. Die Umsetzung folgt GCP 

Kapitel 6.8. 

 

C.1.3.3 Vermittlungsschicht 
Dem DLMS Green Book folgend werden sowohl  

- IPv4 nach RFC 791 als auch  

- IPv6 nach RFC 8200 unterstützt. 

 

Die Verwendung von IPv4 oder IPv6 wird via COSEM Objekt konfiguriert. Nähere Details dazu in GCP 

Kapitel 6.8 oder Blue Book Part 2 Kapitel 4.9.2 (IPv4 setup Class ID 42)) bzw. Blue Book Part 2 Kapitel 

4.9.3. (IPv6 setup (Class ID 48). 

 

Als initiale Variante der Lieferkonfiguration ist IPv4 vorzusehen. 

 

C.1.3.4 Netzzugangsschicht 
Folgende Kapitel beschreiben die unterschiedlichen Optionen der Kommunikation. Details sind in „D.3. 
Implementation_Guide_Mobilunk.pdf“ erläutert. 

Neben Ethernet werden folgende Varianten nach 3GPP unterstützt, welche gemäß 3GPP zumindest 

Release 14 compliant umgesetzt werden müssen. 

 

(1) Wireless  
Folgende Technologien sind zu unterstützen:  

• LTE-M (UE Cat.M1)  

• LTE NB-IoT (UE Cat.NB2)  

• LTE (UE Cat.1bis)  

• LTE (UE CAT.1) 
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Abbildung 5: OSI Schichtmodell wireless G1 

 

(2) Wired  
Folgende Technologien sind zu unterstützen:  

- Ethernet 

  

Abbildung 6: OSI Schichtmodell wirled G1 

 

C.1.4 Kommunikationsablauf 

Die Kommunikation zwischen zentralem System und Smart Meter 2.0 erfolgt mit den folgenden nach 

GCP Kapitel 4.2 Operationsmodus: 

• PULL-Kommunikation initiiert vom Zentralen System 

• PUSH-Kommunikation initiiert vom Smart Meter 2.0 

• PULL-PUSH-Kommunikation initiiert vom Zentralen System  

Hinweis PULL-PUSH: Mittels PULL Request wird ein im Smart Meter 2.0 definierter Push Datensatz an 

das zentrale System übertragen. 
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C.1.5 Schematische Darstellung des Kommunikationsaufbaues  

In folgendem Sequenzdiagramm wird der erste Kommunikationsaufbau im Detail beschrieben. 

 

Abbildung 7: Erster Verbindungsaufbau der Kommunikation via Mobilfunk-Strecke 

 

Das initiale Setup im Sequenzdiagramm erfolgt nach Prozess im Green Book Kapitel 9.2.6.3.3 und 

entsprechende Objekte im Blue Book. 

Die Zähler sind bei Auslieferung mit gültigen Zertifikaten auszustatten, deren Gültigkeitsbeginn dem Jahr 

der Auslieferung entspricht. 
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C.1.6 Schematische Darstellung der PULL und PUSH Operationsmodus 

 

Abbildung 8: Sicherer Verbindungsaubau und PULL / PUSH Betrieb der Mobilfunk-Strecke 

 

C.1.7 Sicherheitsmechanismen 

Die Sicherheitsmechanismen sind in E2E Security Informationen bzw. GCP Kapitel 7 definiert. 

Die G1 Schnittstelle muss der in Kapitel B.1.1 Sicherer DLMS Verbindungsaufbau beschriebenen 

Security Suite abgesichert sein. 

Die Verwendung von DLMS/COSEM Security Suite 0 und 1 nach GCP Kapitel 7.1 muss möglich sein, 

um eine Abwärtskompatibilität zu gewährleisten.  
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C.2 Schnittstelle G2 

Über diese bidirektionale Schnittstelle wird der Smart Meter 2.0 über ein Dualmode-Gateway an das 
zentrale System angebunden.  Der Kommunikationsaufbau erfolgt entweder vom Smart Meter 2.0 oder 
vom zentralen System. Das Dualmode-Gateway leitet die Kommunikation unverändert via Schnittstelle 
LAN C physisch weiter. 

 

C.2.1 Allgemeine Informationen zur Schnittstelle G2 

Die Umsetzung der G2 Schnittstelle basiert auf der in GCP Kapitel 4 „System Architecture“ definierten 

Schnittstelle I3.1. Präzisierungen der GCP zur Schnittstelle I3.1 sind im Dokument 

„H.2_OE_CS_Annex.pdf“ festgelegt. 

Die Kommunikation dieser Schnittstelle lässt sich wie folgt aufteilen: 

 

Tabelle 2: Übersicht der Verbindungen von G2 

Verbindung Schicht Schnittstelle 

Smart Meter und  
Dualmode-Gateway 

Anwendungsschicht G2 

Transportschicht G2 

Vermittlungsschicht G2 

Netzzugangsschicht via Schnittstelle C 

Dualmode-Gateway und 
zentrales System 

Anwendungsschicht G2 

Transportschicht G2 

Vermittlungsschicht G2 

Netzzugangsschicht im CS 2.0 nicht 
eingeschränkt 

 

Hervorzuheben ist, dass die Schnittstelle G2 die logische Verbindung nach auf DLMS/COSEM darstellt 

und unabhängig der physischen Übertragung (Netzzugangsschicht) ist. 

C.2.2 Kommunikationsprofil & Services der Schnittstelle G2 

Die DLMS/COSEM Kommunikation basiert auf UDP via IPv6 Stack über eine G3-PLC/G3-Hybrid 

Anbindung des Smart Meters 2.0 an ein Dualmode-Gateway nach dem G3-PLC/G3-Hybrid Standard 

(G3-PLC). 

Die Kommunikation folgt der im GCP Kapitel 6 definierten Client und Server Modell. Die unterstützten 

Clients über die G2 Schnittstelle sind in C.1.3.1 Anwendungsschicht festgelegt. Präzisierungen der GCP 

zum Client und Server Model sind im Dokument „H.2_OE_CS_Annex.pdf“ festgelegt. 

 

C.2.3 Schichtmodell der Schnittstelle G2 

Die folgende Grafik stellt das Schichtmodell der Schnittstelle dar. Weitere Informationen zu den einzelnen 
Schichten befinden sich in den jeweiligen Unterkapiteln. 
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Der Verbindungsaufbau, Profile und Services zur Kommunikation via DLMS/COSEM folgen dem DLMS 
Standard in Green Book Kapitel 10.3, wobei die Schnittstelle G2 für die Kommunikation über das 
„Neighbourhood network“ und „Local network“ verwendet wird. 

Festlegungen zur Netzzungangsschicht zwischen Zentrales System und Dualmode-Gateway ist nicht 

Bestandteil des OE Campanion Standards. Es wird auf die Schnittstelle C verwiesen, um zu 

verdeutlichen, dass der Smart Meter 2.0 bei Verwendung der G2 Schnittstelle über G3-PLC bzw. G3-

Hybrid auf der Netzzungangsschicht angebunden ist. 

  

Abbildung 9: OSI Schichtmodell der Schnittstelle G2 

 

C.2.3.1 Anwendungsschicht 
Die Anwendungsschicht umfasst den DLMS/COSEM-Standard. Das umzusetzende Objektmodell ist in 

„D.1_OE_CS_Objektmodel.pdf“ definiert. 

 

(1) DLMS/COSEM-Clients 
Die von der G2 Schnittstelle verwendeten DLMS-Clients und die unterstützten OE Use-Cases sind in 
der Übersicht B.2 Übersicht der DLMS COSEM Clients zu finden. 

 

C.2.3.2 Transportschicht 
Die Transportschicht folgt der Implementierung im Green Book Kapitel 7.2.4.2  

- UDP nach Green Book Kapitel 7.2.3 

Die Verwendung von UDP wird via COSEM Objekt konfiguriert. Die Umsetzung folgt GCP Kapitel 6.8. 

 

C.2.3.3 Vermittlungsschicht 
Dem DLMS Green Book folgend wird IPv6 nach RFC 8200 unterstützt. 

Die Verwendung von IPv6 wird via COSEM Objekt konfiguriert. Nähere Details dazu in GCP Kapitel 6.8. 
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C.2.3.1 Netzzugangsschicht 
Folgende Kapitel beschreiben die unterschiedlichen Optionen der Kommunikation. 

Die physische Verbindung wird via Schnittstelle C sichergestellt. 

C.2.4 Kommunikationsablauf 

Die Kommunikation zwischen zentralem System und Smart Meter 2.0 erfolgt mit den folgenden nach 

GCP Kapitel 4.2 Operationsmodus: 

• PULL-Kommunikation initiiert vom Zentralen System 

• PUSH-Kommunikation initiiert vom Smart Meter 2.0 

• PULL-PUSH-Kommunikation initiiert vom Zentralen System  

 

Hinweis PULL-PUSH: Mittels PULL Request wird ein im Smart Meter definierter Push Datensatz an das 

zentrale System übertragen. 

 

C.2.5 Schematische Darstellung des Kommunikationsaufbaues  

In folgendem Sequenzdiagramm wird der erste Kommunikationsaufbau im Detail beschrieben. 
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Abbildung 10: Erster Verbindungsaufbau der Kommunikation via G2 Schnittstelle.  

 

Das initiale Setup im Sequenzdiagramm erfolgt nach Prozess im Green Book Kapitel 9.2.6.3.3 und 

entsprechende Objekte im Blue Book. 

Die Zähler sind bei Auslieferung mit gültigen Zertifikaten auszustatten, deren Gültigkeitsbeginn dem Jahr 

der Auslieferung entspricht. 
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C.2.6 Schematische Darstellung der PULL und PUSH Operationsmodus 

 

Abbildung 11: PULL und PUSH Operationsmodus 
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C.2.7 Sicherheitsmechanismen 

Die Sicherheitsmechanismen sind in E2E Security Informationen bzw. GCP Kapitel 7 definiert. 

 

C.2.7.1 DLMS Security Suites 
Die Sicherheitsmechanismen sind in E2E Security Informationen bzw. GCP Kapitel 7 definiert. 

Die G2 Schnittstelle muss der in Kapitel B.1.1 Sicherer DLMS Verbindungsaufbau beschriebenen 

Security Suite abgesichert sein. 

Die Verwendung von DLMS/COSEM Security Suite 0 und 1 nach GCP Kapitel 7.1 muss möglich sein, 

um eine Abwärtskompatibilität zu gewährleisten.  
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C.3 Schnittstelle C 

Über diese bidirektionale Schnittstelle wird der Smart Meter 2.0 an ein Dualmode-Gateway angebunden.  

Das Dualmode-Gateway kann gem. OE Ende-zu-Ende Sicherheit für Smart Metering auf folgende zwei 

Arten ausgeführt und betrieben werden:  

• Als reines Gateway, welches ausschließlich eine transparente Kommunikationsverbindung 

zwischen dem Zentralen System und dem Smart Meter 2.0 herstellt. Siehe Schnittstelle G2. 

• Als Dualmode-Gateway welches die Funktionen eines Datenkonzentrators mit Ausnahme von 

kritischen Funktionen übernimmt.  

 

C.3.1 Allgemeine Informationen zur Schnittstelle C 

Die Umsetzung der C Schnittstelle basiert auf der in GCP Kapitel 4 „System Architecture“ definierten 

Schnittstelle I3.1. Präzisierungen der GCP zur Schnittstelle I3.1 sind im Dokument 

„H.2_OE_CS_Annex.pdf“ festgelegt.. 

Die Kommunikation dieser Schnittstelle lässt sich je nach verwendetem Mode am Dualmode-Gateway 

wie folgt aufteilen: 

 

Gateway-Mode 

In diesem Modus wird die Kommunikation direkt zwischen Smart Meter 2.0 und dem zentralen System 

hergestellt.  

• Die logische Verbindung (Anwendungs-, Transport- und Vermittlungsschicht) wird via G2 

aufgebaut. 

• Physisch wird die Übertragung zwischen Dualmode-Gateway und zentralem System im CS 2.0 

nicht näher definiert. Die Umsetzung wird vom Netzbetreiber festgelegt. 

• Die physische Weiterleitung der Pakete vom Dualmode-Gateway zum Smart Meter 2.0 erfolgt via 

Schnittstelle C 

Datenkonzentrator-Mode 

In diesem Modus findet die Kommunikation direkt zwischen Smart Meter 2.0 und Dualmode-Gateway 

statt. 

• Die logische Verbindung (Anwendungs-, Transport- und Vermittlungsschicht) wird via 

DLMS/COSEM Kommunikation direkt mit dem Dualmode-Gateway aufgebaut. Diese Verbindung 

folgt technisch denselben Regeln wie G2. 

• Die physische Weiterleitung der Pakete vom Dualmode-Gateway zum Smart Meter 2.0 erfolgt via 

Schnittstelle C 

C.3.2 Schichtmodell der Schnittstelle C 

Die folgende Grafik stellt das Schichtmodell der Schnittstelle dar. Weitere Informationen zu den einzelnen 
Schichten befinden sich in den jeweiligen Unterkapiteln. 
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Abbildung 12: OSI-Schichtmodell der Schnittstelle C 

 

C.3.2.1 Netzzugangsschicht 
Die Verbindung folgt den Spezifikationen nach ITU-T G.9901 (Frequenzbänder) and ITU-T G.9903 (G3 

PLC Standard und G3 PLC Hybrid) und muss G3-PLC konform umgesetzt sein. Siehe G3-PLC. 
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C.4 Modulschnittstelle M1 

Die Modulschnittstelle M1 stellt die interne Kommunikation des Smart Meters 2.0 mit dem 

Kommunikationsmodul dar.  

Die Modulschnittstelle M1 muss genügend elektrische Leistung zur Verfügung stellen, dass damit alle im 

P2P Guide geforderten UE PowerClasses bedient werden können. 

Die Leistung an der Schnittstelle muss für die Energieversorgung von G3-PLC bzw. G3-Hybrid 

ausreichend sein. 

C.4.1 Sicherheitsmechanismen 

Es muss eine Verschlüsselung gemäß dem Stand der Technik umgesetzt werden. 
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C.5 Serviceschnittstelle SZ 

C.5.1 Allgemeine Informationen SZ 

Die Serviceschnittstelle ermöglicht die direkte, sichere und effiziente Kommunikation zwischen dem 
Smart Meter 2.0 und dem Service Device für Wartung, Konfiguration, Diagnose und Datenauslesung. 
Über diese Schnittstelle können autorisierte Servicetechniker Messdaten auslesen, Firmware-Updates 
durchführen, Parameter anpassen und Statusinformationen abrufen.  

Die Kommunikation erfolgt über ein standardisiertes Protokoll (z. B. DLMS/COSEM) über die optische 
IR-Schnittstelle gemäß EN 62056-21. 

C.5.2 Schichtmodell der Schnittstelle SZ 

Die folgende Grafik stellt das Schichtmodell der Schnittstelle dar. Weitere Informationen zu den einzelnen 
Schichten befinden sich in den jeweiligen Unterkapiteln. 

  

Abbildung 13: OSI-Schichtmodell der Schnittstelle SZ 

 

C.5.2.1 Anwendungsschicht 
Die Anwendungsschicht umfasst den DLMS/COSEM Standard. Das umzusetzende Objektmodell ist in 

„D.1_OE_CS_Objektmodel.pdf“ definiert. 

 

(1) DLMS/COSEM Clients 
Die von der SZ-Schnittstelle verwendeten DLMS-Clients und die unterstützten OE Use-Cases sind in der 
Übersicht B.2 Übersicht der DLMS COSEM Clients und im Objektmodell  
„D.1_OE_CS_Objektmodel.pdf“ zu finden. 
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C.5.2.2 Netzzugangsschicht 
Die Serviceschnittstelle ist als optische Schnittstelle gem. EN 62056-21 auszuführen. Damit ist 
gewährleistet, dass die bestehenden Prüfeinrichtungen und Werkzeuge bei der Installation bzw. bei 
einer eventuellen Störungsbehebung auch zukünftig genutzt werden können.  

Ziel ist die minimale und stabile Übertragungsrate von IR-Schnittstellen von mindestens 19.200 Baud 
auszunutzen. 

 

C.5.3 Schematische Darstellung des Kommunikationsaufbaues und der Kommunikation im 
Regelbetrieb. 

In folgendem Sequenzdiagramm wird der erste Kommunikationsaufbau im Detail beschrieben. 
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Abbildung 14: Darstellung der Kommunikation via Serviceschnittstelle 
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C.5.4 Sicherheitsmechanismen 

Die Security hat die Vorgaben von E2E Security Informationen bzw. GCP Kapitel 7 zu erfüllen. 

 

Die Serviceschnittstelle SZ muss mindestens DLMS/COSEM Security Suite 2 unterstützen. Siehe dazu 

Green Book Kapitel 9.2.3.7. Höhere Security Standards sind zulässig. 

Folgende Ausprägung ist dabei vorzusehen:  

• High Level Security 5 (HLS5) gemäß DLMS/COSEM. 

• High Level Security 7 (HLS7) gemäß DLMS/COSEM. 

 

Die Verwendung von DLMS/COSEM Security Suite 0 und 1 nach GCP Kapitel 7.1 muss möglich sein, 

um eine Abwärtskompatibilität zu gewährleisten.  
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C.6 Kundenschnittstelle H1 

C.6.1 Allgemeine Informationen H1 

Diese unidirektionale Schnittstelle H1 dient zur Bereitstellung von Daten im 1-Sekundenintervall und 

ist gemäß DSMR P1 auszuführen. 

Die Schnittstelle muss ohne Öffnung des Klemmdeckels zugänglich sein und einen mechanischen 

Schutz gegen Verschmutzung aufweisen 

 

Eine De-/Aktivierung der Kundenschnittstelle über das zentrale System und über die Serviceschnittstelle 

ist vorzusehen, dies wird im Standard Event Logbuch erfasst.  

Das Netzteil der Schnittstelle muss kurzschlussfest sein und sämtliche Manipulationen an der 

Kundenschnittstelle dürfen die Funktionen des restlichen Smart Meters 2.0 nicht beeinflussen.  

Falls die Kundenschnittstelle als Modulschacht ausgeführt ist, muss die Steckverbindung zum Zähler 

berührungssicher ausgeführt werden. 

An die Kundenschnittstelle ist grundsätzlich nur ein Endgerät anzuschließen, wodurch eine Adressierung 

entfällt. 

C.6.2 Sicherheitsmechanismen 

Die Security hat die Vorgaben von E2E Security Informationen zu erfüllen. 

Die Schnittstelle muss mittels DLMS/COSEM Security Suite 0 unter Verwendung von AES-GCM-128 

verschlüsselt sein.  

 

C.6.3 Datenausgabe 

Die Schnittstelle ist unidirektional auszuführen und darf somit keinerlei Manipulationsmöglichkeit des 
Smart Meters 2.0 bieten. 

Im Push Betrieb gibt der Smart Meter 2.0 jede Sekunde die Daten über die Schnittstelle aus. 

Abweichend von DSMR P1 Kapitel 6.12, ist der in „OE_CS_Hauptdokument.pdf“ Kapitel B.4 
beschriebene Datensatz über die Schnittstelle auszugeben. 
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C.7 Steuerausgänge SA 

C.7.1 Allgemeine Informationen SA 

Die Steuerausgänge sind 2 potentialfreie, mechanische Schaltrelais, die über kein 
Kommunikationsprotokoll verfügen. 

In dieser Beschreibung wird nicht näher auf deren Ausprägung eingegangen. Die Details sind im 
Dokument „E.1_OE_CS_Lastenheft_SM_Direktmessung.pdf“ Kapitel C.3.9 und im Dokument 
„E.2_OE_CS_Lastenheft_SM_Messwandler.pdf“ Kapitel C.3.9 zu finden. 
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OESTERREICHS ENERGIE INTRODUCTION & PURPOSE 

This document is to be read in conjunction with the DLMS User Association ACE SM GCP 
Version 1.0.1 which provides the core activity for meter communications. There are specific 
additional needs to support the needs of smart metering stakeholders in Austria, and this 
document’s purpose is to detail these needs. 

For clarity, this document details the differences from the ACE SM GCP specific to application 
in Austria, mainly in the use cases, but in other areas as well. This document also clarifies the 
mandatory, optional and conditional elements of the use cases and their scenarios and 
provides extensions for some use cases. This document also provides clarification on 
interpretation of the ACE SM GCP where there are items that are not clear. 

This document is within a structure defined in the companion standard main document 
"OE_CS_Hauptdokument.pdf" as noted within the reference documents. 

1.1. Object Model 

The Object Model spreadsheet as available contains only the IPR of Oesterreichs Energie.  It 
is anticipated that a complete version of the spreadsheet will be available shortly, but in the 
interim it should be straightforward to insert the object model content from DLMS UA to build 
the spreadsheet as a whole. 

1.2. Evolution 

It is to be noted that the ACE SM GCP as well as other related documents will be the subject 
of ongoing change.  Later versions of related documents may cause review of this document.  
Co-publication of this document with DLMS UA and Oesterreichs Energie is agreed in principle 
and further work will be delivered in due course. 
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2. Scope 

This document provides the AC Electricity Smart Meter Generic Companion Profile (ACESM 
GCP) as an interoperability specification for electricity smart meters, based on DLMS/COSEM 
standards, with necessary adjustments for deployment in Austria. This profile therefore applies 
DLMS/COSEM as described in Blue Book 17 and Green Book 12 and applies and further 
develops the IDIS Package 3 interoperability specification. Furthermore, the purpose of this 
profile is for the compatibility certification, based on DLMS/COSEM standards. 

3. Reference Documents 

Referenced documents are listed in the AC Electricity Meter GCP, and the Austrian Smart 
Metering overview document, OE_CS_Hauptdokument.pdf. 

4. Terms and abbreviations 

General terms and definitions are included in OE_CS_Hauptdokument.pdf. and the ACE SM GCP.  

Term Definition Comment 

Command An instruction to a meter This will be a DLMS/COSEM command, and will in almost 

all cases, elicit a response1. 

Response A message from a meter in reply to a 
command/instruction 

 

Push message A message from a meter at the meter’s 
behest to the Head End/Central System 

This can be stimulated from the meter due to an Alarm, 
or a scheduled transmission or data, or stimulated by a 
Command.  This may also be referred to as a Data-
Notification.  

Central System The system operated by the DSO to 
operate and collect data from smart 
electricity meters 

Note that the Head-end system is a component of the 
Central System, and this may be supported by security 
elements and data management systems depending on 
the DSO 

Head-end system The system directly referenced within 
the ACE SM GCP  

Dualmode-gateway A gateway with additional functionality 
including collecting readings from the 
meter 

More detailed description in 
document .4_OE_CS_Lastenheft_Dualmode-Gateway 

 

Abbreviation Description  

SUC System Use Case  

GCP  Generic Companion Profile  

SEM Smart Electricity Meter  

   

 

5. Aspects of the GCP 

5.1. Background 

The ACE SM GCP has been prepared by the DLMS User Association as a means to increase levels of 

interoperability between meter deployments, in turn delivering standardised functionality to ensure that high 

standards of operation can be achieved at reasonable meter and implementation costs.  Version 1.0.1 of this GCP 

has received significant input from Oesterreichs Energie members to clarify the Use Cases. 

___________ 

1 Meters may not send a response to a Command when the Command is to activate new firmware, for example.  
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Because of the extensions needed in Austria, a dedicated version of the Object Model Spreadsheet has been 

developed. This dedicated version of the spreadsheet shall be used as the reference for Objects, Events, Alarms, 

and Role based access control. 

5.2. Client / Server model 

DLMS/COSEM uses a client server model, where the meter is a server.  Clients include: 

• The head end system,  

• Hand-held equipment used by meter workers and meter installers, 

• Dualmode-Gateway equipment. 

Because these will have different rights and needs for data and control, a selection of Application Associations has 

been designated. 

These are outlined in 5.5.  

Note.  The customer port on the meter is using the DSMR P1 interface specification, and configured using UC12. 

The Object Model defines the DLMS Application Associations and derived COSEM clients in detail.   

5.3. Device Type identifiers 

The ACE SM GCP core design is for direct acting meters.  Requirements in Austria include the need for CT meters, 

and, because these meters require some variation in the Object Model, a device type identifier is needed.   

6.2.1 of the ACE SM GCP identifies T1 as 106 for single phase, and 107 as poly phase (direct) meter.  To identify 

the poly phase CT meter, the meter vendor shall adopt a value of 090 for T1 and shall comply with the requirements 

of 6.2.1 for T2 and Serial Number and all other aspects of the System Title. 

Example System Title: 

An LGZ (4c, 47, 5a) ACESM Poly Phase CT meter (090) with no extension and with serial number 12345678 

(bc,61,4e) results in the following system title (hex coded): 

 

byte1 byte 2 byte 3 byte 4 byte 5 byte 6  byte 7 byte 8 

4c 47 5a 5a 00 bc 61 4e 

 

6.2.2 of the ACE SM GCP shall be used for the Logical Device Name of the meter substituting the value 090 for T1 

where the meter is a polyphase CT meter. 

Example Logical Device Name: 

An Itron ACESM Poly Phase meter with extension Disconnector and Load management, and with serial number 

12345678 results in the following Logical Device Name: 

 

byte1 byte 2 byte 3 byte 4 byte 5 byte 6  byte 7 byte 8 

61 63 65 1 0 7 0 3 

 

byte9 byte 10 byte 11 byte 12 byte 13 byte 14  byte 15 byte 16 

1 2 3 4 5 6 7 8 

 

5.4. Communication services 

The services described in 6.4 of the ACE SM GCP shall be supported.  Note that Data-Notification is used for 

sending Alarms. 

The service- specific ciphering described in 6.4.3 of the GCP is not supported. 
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The General-Signing and General-Ciphering services shall be supported. 

5.5. Set of Application Associations 

Meters to be used in Austria shall support the Application Associations as defined in the Object model, Roles tab. 

Details of the objects supported and the security setup are included in the Oe - Object Model 

(“D.1_OE_CS_Objektmodel.xlsx”). 

The AA-establishment process for Application Associations other than [16] [102],and [103] shall use HLS 

authentication mechanism id = 5 or 7. Note that use of mechanism 7 for local connections may present security 

risks that should be analysed. 

Meter manufacturers shall not include any additional Application Association without disclosing its purpose and 

credentials to the meter purchaser. 

5.6. Power down behaviour 

With respect to the power down behaviour, the SEM shall behave according to ACE SM GCP 6.5.1 and 6.5.3 

applied to any open AA that is not pre-established.  Note that the ACE SM GCP refers only to the management AA. 

AAs that are established before the power down, other than the security officer AA, may re-establish if there is no 

change to the IP address at power up,  

5.7. Network connectivity 

Where the meter uses P2P communications, then auto connect mode 101 shall be applied.  Note that mode 101 is 

defined in 6.6 of the ACE SM GCP as “The ACESM is permanently connected to the IP network and can be reached 

by the HES or DC via its known IP address”. 

The meter need not support the wake-up process described in ACE SM GCP 6.7. 

5.7.1. SMS 

The ACE SM GCP references that SMS may be used to deliver “wake up” messages and also be used for specific 

Push Alarm messages.  This function shall be disabled in Austria. 

5.7.2. ICMP and similar communications 

ICMP and similar communications shall be securely disabled if not needed by upper layers, other than for 

bootstrapping and for IP assignment, those functions needed for G3 network management and the meter shall 

respond to and generate a Ping request.  

List of use cases: 

• G3-Certification Tests (FER Testcases use ICMP PING) 

• G3-PLC IPv6 Address 

• G3-PLC functionality (Router advertisments, Router solicitation) 

• G3-PLC and mobile radio troubleshooting (PING from HES / Network devices to and from meter) 

o Path MTU discovery 

o Routing and Firewall Troubleshooting 

5.8. Communications channels 

5.8.1. General 

DSOs in Austria use field-changeable communications modules.  In the situation where the module is an 

independent device and has its own identity on the network then it shall support the objects necessary for its 

management and monitoring, and have equivalent WAN communications functionality as an integrated meter. 

5.8.2. P2P-Wireless 

The ACE SM GCP supports 3GPP communications, and this will be applied in full for LTE in accordance with 6.8.6.2 

of the ACE SM GCP, with constraints as defined in “D.3_OE_CS_Implementation_Guide_Mobilunk.pdf”. 
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5.8.3. P2P -Wired (Ethernet) 

The ACE SM GCP supports Ethernet connections, and this will be applied in full for Ethernet in accordance with 

6.8.6.3 of the ACE SM GCP where meters use Ethernet for a wide area connection. Constraints are defined in 

“D.4_OE_CS_Implementation_Guide_Ethernet.pdf”. 

5.8.4. PLC 

The ACE SM GCP supports G3-PLC and G3-Hybrid communications.  OE will apply these communications 

capabilities, with constraints as defined in “D.2_OE_CS_Implementation_Guide_G3-PLC_und_G3-Hybrid.pdf”. 

5.8.5. M-Bus and variants  

Although the ACE SM GCP supports local communications based on M-Bus and/or Wireless M-Bus, this is not 

used in Austria. 

5.8.6. Local (optical) port (service interface) 

Local port is required, and is configured using the objects within the ACE SM GCP with the default settings on the 

Object Model. 

Requirement for minimum 19200 baud, but manufacturers should support up to 115200 baud. 

5.8.7. PUSH operation 

The meters shall support Push operations, using the principal data connection for the meter (P2P or G3-PLC).  This 

will be applied for routine sending of data and for sending alarms. 

5.8.8. Customer Information Port 

The Customer Information Port is detailed in the document „B.3_OE_CS_Anhang_Schnittstellen_Details.pdf“ 

The data shall be encrypted but not authenticated. 

The frame counter for the Customer information interface shall operate exactly as a normal frame counter – that is 

it will increment with every package.  It will be sent in plain text to the customer to allow the initialisation vector to 

be calculated. 

Note that the frame counter will not overflow for over 100 years at one second intervals. 

Note that a specific object exists within the object model to allow other Clients to readout the frame counter. 

5.9. Security 

In general, the security features shall align with Clause 7 of the ACE SM GCP, noting document „F.1_OE_CS_E2E-

Sicherheit-Anforderungskatalog.pdf“  from Oesterreichs Energie for Smart Meter 2.0 security, noting the comments 

in the table below. 

 

Table 1 - GCP security clauses and commentary 

GCP Clause Requirement Comment 

7.1 (General) Suite 2 or stronger security suite (when 

available) shall be delivered.   

Note that there will be a need to follow the 

state of the art into the future, including new 

suites as they become available. Note that 

there is a specific Object to control the 

application of V.44 from the meter. 

7.1.1 (Wake up) Meters shall not support the wake-up 

functions in any form. 

There should be no circumstances or 

transport that will execute a wake up 

command from the HES to the meter, as 

meters are required to maintain a 

connection. 

7.2 (SMS) Reception on the meter and/or 

communications module of SMS 

SMS transmission and reception on the 

meter shall be disabled. 
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GCP Clause Requirement Comment 

(including embedded modems) shall be 

disabled 

7.3 (Push/Pull) <Applies, noting that service General Glo 

Ciphering & General Ded Ciphering are 

not used > 

 

7.3.1 Invocation 

counters Use 

Store of invocation counter shall be in 

non-volatile storage, 

Counters shall only increment after the 

message is authenticated. 

The push of the CII shall include the 

frame counter value within the message 

header 

This is to ensure that the customer can 

retrieve the data on the customer port. 

 

7.4 (Security Setup 

Objects) 

Other than the Public Application 

Association and the CII, the security 

policy shall be configured to use 

authenticated encryption in client to 

server and server to client messages for 

local and WAN communications and 

encrypted only for Customer Port 

communications. 

Each Application Association will have its 

own AK and GUEK.  Associations with 

multicast/broadcast capabilities shall 

have their own GBEK. 

Note that the KEK for the security officer 

acts as the master key for all roles – to be 

confirmed. 

7.4.1 Observing that there are additional 

security setups, all Security Setup 

Objects shall be configured as described 

as appropriate for their port(s). 

The SEM shall support the AAs that are 

designated in the Object Model and shall 

restrict their operations as described in 

the object model 

 

7.4.2 Use of ephemeral (“Dedicated”) keys is 

not supported. 

All roles shall populate the store for the 

master (KEK) key.  However, only roles 

that are permitted to perform key updates 

are those that are so designated in 

6.21.3. 

DLMS uses the term “dedicated” to describe 

ephemeral keys – that is keys that are 

established as part of the AA establishment 

process and which are destroyed when the 

AA is released or aborted. Clearly, 

therefore, a pre- established AA cannot use 

dedicated keys. 

7.4.3  Receive invocation counters for all 

Application Associations will be 

accessible via the Public client. 

 

7.4.4 AA establishment will be conducted 

using HLS5 or HLS7 for remote AAs and 

local AAs, except for the Public AA as 

noted in 5.5. Note that each AA has its 

own counters allied to the relevant keys, 

as described in the Object Model. 

 

7.4.5 (Putting meter 

into the field) 

The requirements in section 7.4.5 are not 

in place. 

Meters will need to be delivered with 

security credentials and security suites in 
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GCP Clause Requirement Comment 

Meters shall be delivered with a complete 

set of unique security credentials in place 

(including key locations that will not be 

applied by the DSO). 

The manufacturer and the customer shall 

agree a secure method of transfer of 

necessary keys such that the customer 

can proceed with installation without 

delay. 

place and active.  The buyer of the meters 

is expected to receive the credentials in a 

secure manner from the meter 

manufacturer, and use these credentials to 

commission the meter in the field.  It will then 

be a matter of buyer’s policy to replace the 

credentials in due course. 

Note that the EU Cyber Resilience Act (and 

the standards under development to 

support this act) may impact the security 

requirements. 

7.4.7 (changing the 

security policy) 

The Security officer role shall be capable 

of changing the security policy. 

Other roles (including the Management 

Role) shall not be capable of changing 

the security policy 

 

   

 

Other security requirements are:  

1. Meters that contain radios for M-Bus shall have this functionality disabled. 

2. The Security Officer Role shall be the only role capable of changing the Security Suite. 

3. The security setup objects (IC = 64) listed in the Object Model have optional methods according to the 

Blue Book Part 2.  the following methods: 

a. Security_activate, 

b. Key_transfer, 

c. Key_agreement, 

d. Generate_key_pair, 

e. Generate_certificate_request, 

f. Import_certificate, 

g. Export_certificate, and 

h. Remove_certificate are mandatory. 

4. With respect to ACE SM GCP 6.10.1.3 Security on the Consumer Information Interface The keys (CIP 

keys) used for the data pushed to the CII are managed in the AMI infrastructure.  The SEM shall use the 

keys as provided according to UC20.  Keys will be distributed by the DSO. 

5. Management of Root Certificates.  It is anticipated that a DSO may (or may not) operate its own design of 

PKI, and either manage its own Root Cert or contract to an external provider.  It is anticipated that the 

DSO’s nominated Root Cert will be inserted into the meter at manufacture, and this certificate will be used 

as a basis to authenticate all communications.   

6. The public key for firmware update shall be contained within the firmware itself. 

7. Update of the Root Certificate is carried out by updating the Client Certificate in a dedicated Security Setup 

Object and hence only possible to the security officer role, or by firmware update.  

8. Certificates shall be validated against the root certificate when they are imported into the security setup 

object.  

Note also the requirements added within 6.21.3 of this document. 

Use of test keys.  Production meters, that is, meters to be used in supply points, will have a process for key 

initialisation and sharing agreed between the vendor and the customer.  Meters for test use may use different key 
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arrangements, including the use of the test keys specified within the ACE SM GCP section 7.4.4. Note that these 

test keys shall not be used for production meters under any circumstances.  

This again to be agreed between the vendor and the purchaser of meters.  

5.10. Gateway types 

Gateways are applied on PLC communications.  The gateways vary in capability, and their specification is outside 

the scope of this document. 

Simple gateways are devices that pass through and/or store and forward messages in both directions, providing 

simple communications capabilities. 

Dualmode-Gateways are advanced devices that have the capability to generate and send commands to meters 

and receive both responses and push messages from meters.  For clarity, many of the use cases that refer to a 

HES can also be delivered by a Dualmode-gateway, taking note of the Table 2 below. Gateways are also controlled 

by head-end systems, but the data exchange between a gateway is out of scope of both the GCP and this document. 

5.11. Instantaneous values. 

By their nature, instantaneous values of AC parameters need to be integrated over a short period.  For the purposes 

of this annex, “instantaneous” measured values shall be integrated over one second. For clarity, this one second 

need not be synchronised with actual time seconds.  For clarity, Objects with OBIS codes “1-

{0..255}:{0..128}.7.{0..255}.255” are considered instantaneous measured values. 

5.12. Null data in profiles 

An additional object, described in the Object Model, is applied to enable and disable the use of null-data and this is 

configurable from the HES.  Note that if null data is applied, then it applies to all interval profiles  and event logs  

See ACE SM GCP 1.0.1 9.12.6.1.2 for worked example. 

5.13. Submeters 

Submeters are not supported by meters meeting this companion specification, and any reference to submeters in 

the use cases should be regarded as superfluous information. 

6. Detail use case information 

6.1. General introduction 

The table below provides an overview of the Use Cases referenced in this document.  The roles that are permitted 

to operate Use Cases and their scenarios are detailed in the Object Model spreadsheet. 

Table 2 - Use Case summary 

ID   Use Case  Description  Function of Dualmode-

Gateway2 

Commentary  

ACE SM GCP Use Cases 

UC1  Meter Registration  Process of incorporating devices 
(ACESMs, submeters, ...) into the 
system.  

Pass-through   

UC2  Remote Tariff 
Programming  

Process of remotely programming the 
parameters necessary to support a 
time of use (TOU) based tariff 
contract.  

Pass-through   

UC3  On Demand Meter 
Register reading for 
multi-utility meters  

Process of collecting meter register 
readings upon a specific request.  

Pass-through and direct 
execution 

  

UC4  On Demand Meter 
Load Profile reading 
for multi-utility 
meters  

Process of collecting load profile 
register readings upon a specific 
request.  

Pass-through and direct 
execution 

  

___________ 

2 Dualmode-Gateway functionality is defined in „F.1_OE_CS_E2E-Sicherheit-Anforderungskatalog.pdf“  . 
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ID   Use Case  Description  Function of Dualmode-

Gateway2 

Commentary  

UC5  Periodic Meter 
reading for multi-
utility meters  

Process of periodically collecting meter 
readings for billing purposes (periodic 
reading)  

Configuration is pass-through, but 
the Hub/gateway may be the 
recipient of the data. 

  

UC6  Remote or local 
Disconnection and 
Reconnection (E, 
G)  

Process of disconnecting or 
reconnecting the electricity I or gas (G) 
supply of a customer.  

Pass through   

UC7  Clock 
Synchronization  

Process of adjusting the internal clock 
of the metering equipment  

The Dualmode-gateway may fulfil 
the role of HES and/or NTP 
server. 

  

UC8  Quality of Supply  Process of supervising Power Outages, 
Sags and Swells,  

Pass-through, or the Dualmode-
gateway may be the recipient. 

  

UC9  Load Management 
by relay (E only)  

Process of controlling specific local 
loads by means of relays.  

Pass-through   

UC10 Firmware update Process of downloading new firmware 
to a device  

Pass through, or possibly may 
deliver the firmware image to 
meters 

 

Process of activation Pass through  

UC11  Meter supervision  Process of supervising any events 
which could comprise the meter and 
the system.  

Pass-through, and may be the 
recipient of the data. 

  

UC12  Consumer 
Information  

Process of periodically transmitting 
meter reads and consumer information 
via a local digital interface  

Pass-through   

UC13  Communication 
Supervision  

Process of supervising events affecting 
the meter to HES communication.  

Pass-through or the Dualmode-
gateway may be the recipient. 

  

UC14  Enabling / disabling 
functionalities  

Process of enabling or disabling a 
functionality.  

Pass-through   

UC15  Power Control  Process of activating or deactivating 
the demanded power control mode in 
meters  

Pass-through   

UC16  Alarm and event 
Management  

Process of management of events and 
equipment alarms  

Pass-through, and may be the 
recipient of the data. 

  

UC17  Meter Availability 
Control  

Process to ping a meter to check that 
communication works  

Pass-through and direct 
execution 

  

UC18  Display messages 
on meter display  

Process of displaying pre-defined or 
on-the-fly messages such as supply of 
energy or tariffs  

Pass-through   

UC19  Configuration of 
meter locally  

Process of initial installation or in-
service control  

Not applicable   

UC20  Manage security 
settings  

Process of setting and updating 
security credentials can be done 
remotely and cover setting new 
security keys or certificates in the 
meter  

Pass-through   

UC21  Prepayment  Process for prepayment functions of 
the electricity meter  

Not Applicable The approach 
for 
prepayment in 
Austria does 
not require 
this Use 
Case.  

Use Cases developed specifically for OE 

Oe01  Communications 
Configuration  

Configuration of communications 
parameters needed for PLC and P2P 
technologies.  

Pass-through   
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ID   Use Case  Description  Function of Dualmode-

Gateway2 

Commentary  

Oe02  Test and 
Calibration  

Change of meter operational mode to 
permit testing and return to service.  

Not Applicable   

Oe03  Exchange of 
communications 
module  

Replacement of a communications 
module to adopt a new communications 
technology  

Pass-through Note that this 
only contains 
general 
principles and 
it is expected 
that a high 
degree of 
reliance will 
be placed on 
the meter 
manufacturer 
or vendor to 
make this 
successful  

 

The sections below give more detail about each Use Case, it’s applicability and any variances required for Austria.  

Please note “General information from ACE SM” subclauses are normally direct quotations from the Use Case, and 

therefore may describe features that are not applied to this Annex. 

 

6.1.1. KPI 

For clarity, the requirements in this section over-ride any KPI within the ACE SM GCP Use 
Cases. 

Remarks:  

• The KPIs are defined for each use case individually, however they must be fulfilled while all the use cases 

are running concurrently in the smart meter system.  

• The individual components of the smart meter system (e.g. Smart Meter, Dualmode-Gateway, HES, MDM, 

MNO for P2P, Backhaul for PLC) have to provide sufficient performance that the KPIs below can be 

fulfilled. To support this, all participants (meter vendor, HES vendor, comms provider and the DSO) are 

expected to agree a duty to co-operate to achieve these KPIs. 

• KPIs become effective at the start of “business as usual” operations, as defined by the DSO. KPIs may be 

suspended by the DSO in circumstances where communications are inoperable or extreme events 

(including severe weather events) are being managed. 

• It is a prerequisite that the meter is configured correctly and measures, collects and stores the required 

measurement values, data and events and performs actions immediately.  

• It is expected that KPIs will be evaluated monthly but will be the subject of DSO’s contracts. 

• Explanation  

o Remote single: Ad-hoc communication to a single meter 

o Remote bulk: Up to the maximum number of meters attached to a Dualmode-Gateway or a radio 

base station. The HES has to provide the capabilities to achieve the KPI for all the meters of the 

DSO. 

o Local: Local communication using the service interface (optical port) via HHU 

 

Table 3 – KPI overview 

Use Case   Local/remote KPI Comment 

UC1 Meter 
Registration 

Remote, 
single  

99 % of the meters are 
registered in the HES and 
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Use Case   Local/remote KPI Comment 

ready for operational 
communication in <= 60 
min of power up in a live 
installation. 

 

  Remote, 
bulk 

 

99 % of the meters are 
registered in the HES and 
ready for operational 
communication in <= 6 hrs 
of power up in a live 
installation. 

e.g. power outage, 
change of 
Dualmode-Gateway 

UC2 Remote (& 
local) Tariff 
Programming 

Remote, 
single 

 

99 % of the meters are 
programmed successfully 
in <= 3 min after sending 
the command from the 
HES. 

Successfully 
means HES 
received 
confirmation from 
the meter 

  Remote, 
bulk 

99 % of the meters are 
programmed successfully 
in <= 3 hrs min after 
sending the command from 
the HES. 

Successfully 
means HES 
received 
confirmation from 
the meter 

  Local Meter is programmed 
successfully in <= 5 s after 
sending the command from 
the HHU. 

Successfully 
means HHU 
received 
confirmation from 
the meter 

UC3 On Demand 
Meter Register  

 reading for 
multi-utility 
meters 

Remote, 
single 

For 99% of the meters the 
read out data (i.e. 6 
registers) is available in 
the HES in <= 2 min after 
sending the read out 
command from the HES to 
the meter. 

 

  Remote, 
bulk 

For 99% of the meters the 
read out data (i.e. 6 
registers) is available in 
the HES in <= 3 hrs min 
after sending the read out 
command from the HES to 
the meter. 

 

  Local Read out data (i.e. 6 
registers) is available in 
the HHU in <= 20 s after 
sending the read out 
command from the HHU. 

 

UC4 On Demand 
Meter Load 
Profile 

 reading for 
multi-utility 
meters 

Remote, 
single 

 

 

For 99% of the meters the 
read out data (i.e. 6 
channels with 96 values 
each) is available in the 
HES in <= 3 min after 
sending the read out 
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Use Case   Local/remote KPI Comment 

command from the HES to 
the meter. 

  Remote, 
bulk 

 

For 99% of the meters the 
read out data (i.e. 6 
channels with 96 values 
each) is available in the 
HES within in <= 4 hrs 
after sending the read out 
command from the HES to 
the meter. 

 

  Local 

 

The read out data (i.e. 6 
channels with 5760 values 
each) is available in the 
HHU within in <= 10  min 
after sending the read out 
command from the HHU. 

 

UC5 Periodic Meter 
reading for 

 multi-utility 
meters 

Remote, 
bulk 

 

 

The read out data (i.e. 6 
channels with 96 values 
each)  of 99 % of all the 
DSO meters is available in 
the HES within in <= 3 hrs 
after sending the read out 
command from the HES or 
Dualmode-Gateway to the 
meters or the meters 
pushing the data to the 
HES. 

Minimum legal 
requirement (IMA-V 
2026, §3, Abs. 7): 
Readout of the 
daily data and 
providing it in the 
DSO web portal 
until 12:00h on the 
following day  

UC6 Remote or local 
Disconnection 

 and 
Reconnection 
(E, G) 

Remote, 
single 

 

 

99% of the meters are 
disconnected or 
reconnected successfully 
within in <= 3 min after 
sending the command from 
the HES. 

 

  Local 

 

The meter is disconnected 
or reconnected 
successfully within in <= 5 s 
after sending the 
command from the HHU. 

 

 

UC7 Clock 
Synchronization 

Remote, 
single 

 

 

99 % of the meters are 
synchronized successfully 
within in <= 3 min after 
sending the command from 
the HES. 

Minimum legal 
requirement (IMA-V 
2026, §3, Abs. 16): 
Meters have to be 
synchronized once 
a day 

 

  Remote, 
bulk 

 

99 % of the meters are 
synchronized successfully 
in <= 3 hrs after sending the 
command from the HES. 

 

  Local The meter is synchronized 
successfully in <= 5 s after 
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Use Case   Local/remote KPI Comment 

 sending the command from 
the HHU. 

UC8 Quality of 
Supply 

Remote, 
single 

 

For 99% of the meters the 
read out power quality 
data (i.e. power quality 
profiles 15 channels with 
144 values and event logs)  

is available in the HES in <= 5 

min after sending the read 
out command from the HES 

to the meters. 

Minimum legal 
requirement (IMA-V 
2026, §3, Abs. 8): 
Readout of the 
whole power quality 
data in a weekly 
manner. 

  Remote, 
bulk 

For 99% of the meters the 
read out power quality 
data (i.e. power quality 
profiles 15 channels with 
144 values and event logs)  

is available in the HES in <= 4 

hrs after sending the read 
out command from the HES 

to the meters. 

 

  Local 

 

Read out power quality 
data (i.e. power quality 
profiles 15 channels with 
1440 values and event logs) 
is available in the HHU in 
<= 5 min after sending the 
read out command from 
the HHU. 

 

UC9 Load 
Management by 
relay (E 

 only) 

Remote, 
single 

 

For 99% of the meters the 
relays are disconnected or 
reconnected successfully 
in <= 3 min after sending 
the command from the HES. 

 

 

  Remote, 
bulk 

For 90% of the meters the 
relays are disconnected or 
reconnected successfully 
in <= 15 min after sending 
the command from the HES. 

 

 

  Local 

 

The relays are 
disconnected or 
reconnected successfully 
in <= 5 s after sending the 
command from the HHU. 

 

 

UC10 Firmware 
update 

Remote, 
single 

 

For 99% of the meters the 
firmware update carried 
out by the HES or 
Dualmode-gateway is 
successfully performed in 
<= 10 min. 
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Use Case   Local/remote KPI Comment 

  Remote, 
bulk 

For 90% of the meters the 
firmware update carried 
out by the HES or 
Dualmode-gateway is 
successfully performed in 
<= 5 days. 

 

  Local 

 

The firmware update 
(whole image) from the 
HHU to the meter is 
successfully performed in 
<= 10 min. 

Delta updates of 
firmware should be 
faster. 

UC11 Meter 
supervision 

Remote, 
single 

 

Event logs: For 99% of the 
meters the read out event 
logs are available in the 
HES in <= 3 min after 
sending the read out 
command from the HES to 
the meter. 

Alarms: The alarms are 
pushed immediately and 
available in <= 1 min in the 
HES. 

 

  Remote, 
bulk 

Event logs: For 99% of the 
meters the read out event 
logs are available in the 
HES in <= 4 hrs after sending the 

read out command from 
the HES to the meter. 

Alarms: The alarms are 
pushed immediately and 

available in <= 15 min in 

the HES. 

 

  Local Event logs: The read out of 
the event log to the HHU is 
successfully performed in 
<= 1 min.  

 

UC12 Consumer 
Information 

Remote, 
single 

Configuration: 99 % of the 
meters are configured 
successfully in <= 3 min 
after sending the 
command from the HES. 

 

  Remote, 
bulk 

 

Configuration: 99 % of the 
meters are configured 
successfully in <= 3 hrs 
after sending the 
command from the HES. 

 

  Local Configuration: Meter is 
configured successfully in 
<= 5 s after sending the 
command from the HHU. 

Minimum legal 
requirement (IMA-V 
2026, §3, Abs. 9): 
Information to the 
customer 
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Use Case   Local/remote KPI Comment 

Deliver Consumer 
Information: If activated 
the meter successfully 
delivers information to the 
customer equipment every 
second. 

equipment every 
second. 

UC13 Communication 
Supervision 

Remote, 
single 

Event logs: For 99% of the 
meters the read out event 
logs are available in the 
HES in <= 3 min after sending the 

read out command from 
the HES to the meter. 

Alarms: The alarms are 
pushed immediately and 
available in <= 1 min in the 
HES. 

 

  Remote, 
bulk 

Event logs: For 99% of the 
meters the read out event 
logs are available in the 
HES in <= 4 hrs after sending the 

read out command from 
the HES to the meter. 

Alarms: The alarms are 
pushed immediately and 
available in <=15 min in 
the HES. 

 

  Local Event logs: The read out of 
the event log to the HHU is 
successfully performed in 
<= 1 min. 

 

UC14 Enabling / 
disabling 

 functionalities 

Remote, 
single 

99 % of the meters are 
configured successfully in 
<= 3 min after sending the 
command from the HES. 

 

  Remote, 
bulk 

 

99 % of the meters are 
configured successfully in 
<= 3 hrs after sending the 
command from the HES. 

 

  Local Meter is configured 
successfully in <= 5 s after 
sending the command from 
the HHU. 

 

UC15 Power Control Remote, 
single 

Configuration: 99 % of the 
meters are configured 
successfully in <= 3 min 
after sending the 
command from the HES. 

 

  Remote, 
bulk 

 

Configuration: 99 % of the 
meters are configured 
successfully in <= 3 hrs 
after sending the 
command from the HES. 

 



Austria Annex to AC Electricity Smart Meter Generic Companion Profile 

 

Oesterreichs Energie 2026-04-17 Austria Annex to ACE SM GCP   21/ 108  

© Copyright 2026 Oesterreichs Energie.  All rights reserved 

Use Case   Local/remote KPI Comment 

  Local Configuration: Meter is 
configured successfully <= 
5 s after sending the 
command from the HHU. 

Action: If the according 
criteria is fulfilled, the 
meter performs the action 
immediately. 

 

UC16 Alarm and event 
Management 

Remote, 
single 

Event logs: For 99% of the 
meters the read out event 
logs are available in the 
HES in <= 3 min after 
sending the read out 
command from the HES to 
the meter. 

Alarms: The alarms are 
pushed immediately and 
available in <= 1 min in the 
HES. 

 

  Remote, 
bulk 

Event logs: For 99% of the 
meters the read out event 
logs are available in the 
HES in <= 4 hrs after sending the 

read out command from 
the HES to the meter. 

Alarms: The alarms are 
pushed immediately and 
available in <=15 min in 
the HES. 

 

  Local Event logs: The read out of 
the event log to the HHU is 
successfully performed in 
<= 1 min. 

 

UC17 Meter 
Availability 
Control 

Remote, 
single 

The meter responds to a 
request from the HES in 
<= 1 min. 

 

UC18 Display 
messages on 
meter display 

Remote, 
single 

Configuration: 99 % of the 
meters are configured 
successfully in <= 3 min 
after sending the 
command from the HES. 

 

  Remote, 
bulk 

 

Configuration: 99 % of the 
meters are configured 
successfully in <= 3 hrs 
after sending the 
command from the HES. 

 

  Local Configuration: The meter 
is configured successfully 
in <= 5 s after sending the 
command from the HHU. 
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Use Case   Local/remote KPI Comment 

Display Information: The 
message or data is 
displayed on the meter 
display correctly. 

UC19 Configuration of 
meter locally 

Local Configuration: Meter is 
configured successfully in 
<= 5 s after sending the 
command from the HHU. 

Local usecases are 
listed for each 
usecase separately 

UC20 Manage security 
settings 

Remote, 
single 

Configuration or Key 
Update via Key transfer or 
HES/SubCA Certificate 
Update: 99 % of the 
meters are configured 
successfully in <= 3 min 
after sending the 
command from the HES.  

Key Update via Key 
agreement or Meter 
Certificate Update: 99 % of 
the meters are configured 
successfully in <= 12 min 
after sending the 
command from the HES.  

 

  Remote, 
bulk 

Configuration or Key 
Update via Key transfer or 
HES/SubCA Certificate 
Update: 99 % of the 
meters are configured 
successfully in <= 3 hrs 
after sending the 
command from the HES.  

Key Update via Key 
agreement or Meter 
Certificate Update: 99 % of 
the meters are configured 
successfully in <= 12 hrs 
after sending the 
command from the HES.  

 

  Local Configuration or Key 
Update via Key transfer or 
HES/SubCA Certificate 
Update: Meter is 
configured successfully in 
<= 5 s after sending the 
command from the HHU.  

Key Update via Key 
agreement or 
Meter Certificate Update: 
Meter is configured 
successfully in <= 5 min 
after initiating the process 
from the HHU.  
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Use Case   Local/remote KPI Comment 

UC21 Prepayment - - The approach for 
prepayment in 
Austria does not 
require this Use 
Case.    

UcOe-01 Communications 
configuration 

Remote, 
single 

Configuration: 99 % of the 
meters are configured 
successfully in <= 3 min 
after sending the 
command from the HES. 

Configuration is activated 
immediately after time 
based activation, if used. 

 

  Remote, 
bulk 

Configuration: 99 % of the 
meters are configured 
successfully in <= 3 hrs 
after sending the 
command from the HES. 

Configuration is activated 
immediately after time 
based activation, if used. 

 

  Local Configuration: Meter is 
configured successfully in 
<= 5 s after sending the 
command from the HHU. 

Configuration is activated 
immediately after time 
based activation, if used. 

After activation of the new 
communication 
configuration, the meter 
returns to previous 
configuration immediately 
after timeout. 

 

UC Oe-02 Calibration & 
maintenance 

Local 

 

Configuration: Meter is 
configured successfully in 
<= 5 s after sending the 
command from the HHU. 

 

UC Oe-03 Communications 
Module 
exchange 

Remote Preconditioning: If FW-
update see UC10. If only 
configuration: The meter is 
configured successfully in 
<= 3 min after sending the 
command from the HES. 

 

  Local 

 

Preconditioning: If FW-
update see UC10. If 
configuration: Meter is 
configured successfully in 
<= 5 s after sending the 
command from the HHU. 
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Use Case   Local/remote KPI Comment 

After module exchange 
meter performs immediate 
action and registration, 
see UC1. 

 

6.2. Use Case ACESM-UC01 – Meter Registration  

6.2.1. General information from ACE SM 

6.2.1.1.  Scope 

This Use Case covers the events from the meter being provisioned with initial information and being powered up in 

location, to the meter having established initial communications with the Head end System 

6.2.1.2. Objective(s) 

Meter fully operational: The meter has all the security credentials and configuration required for operation. 

6.2.1.3. Short Description 

Process of incorporating the Smart Meters and optionally Submeters into the system. Smart Meters are AC 

Electricity Smart Meters (ACESM) and Submeters are Gas, Heat or Water Submeters. 

6.2.1.4. Scenarios 

UC01-S1 Smart Meter Registration with Push on Installation 

Description: This scenario describes the main activities to provide Smart Meter Identification 
Information and Connectivity information to Head End System with Pushing from Smart Meter 
on Installation.  

UC01-S2 HES initiated registration 

Description: This scenario describes the main activities to provide Smart Meter Identification 
Information and Connectivity information to Head End System with HES reading it from Smart 
Meter. 

UC01-S3 Submeter registration 

Adoption  

 Meters must support both scenarios S1 and S2.  Scenario S3 is not permitted. 

Table 4 – UC01 Scenarios 

Scenario Title Status Note 

UC01-S1 Smart Meter Registration 

with Push on Installation 

This scenario shall be 

included. 

 

UC01-S2  HES initiated registration This scenario shall be 

included. 

 

UC01-S3  Submeter registration This scenario shall not be 

included. 

 

 

6.2.2. Details of technical variations (if any)  

Austrian utilities may require that push on connectivity object is applied rather than or as well as push on installation.  

6.2.3. Commentary 

The Use Case requires that meters have a certain amount of information in advance, for example some security 

credentials and the IP address of the HES and/or Gateway that they are to communicate with. It is expected that 

some of these items will be nationally specified in the Object Model (for example Security Suites, Application 
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Association Objects) and some will be set by the DSO (for example, head end system identifiers, Certificates, and 

similar). The manufacturer should be consulted with as to how much of this information can be predetermined into 

the meter at manufacture, and how data can be included into the meter at the point of installation. 

6.3. Use Case ACESM-UC02 – Remote Tariff Programming 

6.3.1. General information from ACE SM 

6.3.1.1. Scope 

This use case delivers billing period recording and time of use for consumption and maximum demand 

operation.The scope is determined by SM WG Use Cases for Generic Smart Metering Profile 

6.3.1.2. Objective(s) 

Correct billing of energy and demand: The Electricity Meter correctly delivers time of use and records and resets 

maximum demand as per market requirements. 

6.3.1.3. Short Description 

Process of remotely programming a time of use (TOU) based tariff contract and/or setting end of billing period 

information for maximum demand operations. 

6.3.1.4. Scenarios 

UC02-S1 Send Tariff information 

Description: This scenario describes the main activities to send tariff information from the Head 
End System to the Smart Meter 

6.3.2. Adoption 

The scenario is mandatory. 

6.3.3. Details of technical variations (if any) 

None 

6.3.4. Commentary 

The key feature of this use case to be applied is the “End of billing period” (EoBP) configuration. EoBP is essential 

to correct reading and resetting of maximum demand applications.   Time of use tariffs are not required, and their 

objects are optional. 

6.4. Use Case ACESM-UC03 – On Demand Register Reading 

6.4.1. General information from ACE SM 

6.4.1.1. Scope 

This UC covers the reading of any register on the meter, predominantly registers for billing purposes. 

6.4.1.2. Objective(s) 

On demand reading of meter and submeter registers.: Meter register values are obtained in a timely manner. 

Optionally, submeter register values are obtained in a timely manner. 

6.4.1.3. Short Description 

Process of collecting meter readings upon a specific request 

6.4.1.4. Scenarios 

UC03-S1 On Demand reading through PULL Commands 

Description: Reading on Demand may be performed by the GET or the ACCESS service from 
the HES or from the Hub/Gateway. 
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UC03-S2 On Demand reading through PUSH Commands 

Description: PUSH operation offers the HES or Hub/Gateway the possibility to (re)trigger a Data-Notification service 

to retrieve missing data from the last reading period(s). 

6.4.2. Adoption 

Both scenarios are mandatory. Note that Scenario 2 invokes UC05 scenario 3. 

6.4.3. Details of technical variations (if any) 

Scenario 1 can be executed by a Dualmode-gateway as well as a Head-end system. 

Details on scenario 2 are covered in UC05 S03 details. 

6.4.4. Commentary 

It is likely that this use case will be primarily used to make fast reads – for example in the event of a consumer’s 

query, or where a repeat of data is required for some reason.   

Note.  The value of the data from the meter will be in the range 0..4,294,967,295, and this will be representative of 

whole Wh for direct meters, and 1/10 Wh for CT meters.  Meter displays will roll over at values of 9 999 999 kWh, 

or other decade values.  It is necessary for the individual DSO to determine how the meter will behave at the 

condition of roll over, and how the data provided to billing systems will inform that a roll-over has occurred. 

6.5. Use Case ACESM-UC04 – On-demand meter load profile reading 

6.5.1. General information from ACE SM 

6.5.1.1. Scope 

This use case collects load profile information for billing and other uses from meters and submeters. 

6.5.1.2. Objective(s) 

Collection of load profiles for business purposes 

6.5.1.3. Short Description 

Collection by direct request of load profile profile_generic objects, that have been configured to deliver interval data, 

possibly daily and in-day intervals. 

6.5.1.4. Scenarios 

UC04-S1 Smart Meter Load Profile Reading 

Description: Retrieval using Push of the meter's load profile(s)  

UC04-S2 Submeter Load Profile Reading 

 

6.5.2. Adoption 

Scenario S1 is mandatory.   

Scenario S2 is not required. 

6.5.3. Details of technical variations (if any) 

Where indicated in the Object Model, data items are to be accessible from this Use Case. 

Selective access by range is mandatory and by entry and row is mandatory.  

6.5.4. Commentary 

This UC is used to read out interval profiles on an ad-hoc basis. 
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6.6. Use Case ACESM-UC05 – Periodic meter reading 

6.6.1. General information from ACE SM 

6.6.1.1. Scope 

This UC is intended to facilitate the routine collection of data from the meter, including billing and other data, by 

means of meter initiated Push, client initiated Push, and client initiated Pull. 

The scope is determined by METER WG Use Cases for Generic Smart Metering Profile. 

6.6.1.2. Objective(s) 

Set up push data: Configure the objects necessary to schedule periodic reads from the meter to be sent to the HES. 

Namely this will be the Push Set up, Schedule, Activity Calendar and Script Table objects. 

Set up system-originated requests: Where a meter relies on connection establishment from a HES or Gateway, the 

data to be routinely sent is pre configured for efficient transmission. 

Reliable data delivery: Accurate data is sent from the meter as configured. 

6.6.1.3. Short Description 

System Use Case (SUC) used to periodically read Smart Meter data for billing and other purposes, either using 

Push or Pull techniques, both directly and also applying a Gateway. 

6.6.1.4. Scenarios 

UC05-S0 (New) Configuration of routine data 

Description: The HES sets the parameters on the Meter in order to execute routine readings 

UC05-S1 Periodic Meter Reads - Meter originated push to HES 

Description: This scenario describes the main activities to obtain meter readings from the 
Smart Meter by use of push on a routine basis controlled by the meter.  

UC05-S2 Periodic Meter Reads - System or Gateway originated Pull 

Description: This scenario describes the main activities to obtain meter readings from the 
Smart Meter using a Head End System or hub/gateway originated request. 

UC05-S3 Periodic Meter Reads - System or Gateway-Initiated Push 

Description: This scenario describes the main activities to obtain meter readings from the 
Smart Meter by use of a HES or Gateway-initiated PUSH.  

UC05-S4 (New) Periodic Meter Reads - Meter originated push to Gateway 

Description: This scenario describes the main activities to obtain meter readings from the 
Smart Meter by use of push, where the system that generated and delivered the configuration 
of the Push Setup and associated Objects is not the recipient, but a Gateway is applied.  

6.6.2. Adoption 

This use case is mandatory 

6.6.3. Details of technical variations (if any) 

use of null data.  An additional object is applied to enable and disable the use of null-data and this is configurable 

using S0.  Note that if null data is applied, then it applies to all interval profile logs and event logs.   

4 ToU MD registers are required. 

6.6.4. Commentary 

This use case is applied most commonly to deliver billing register reads and interval data. 
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6.7. Use Case ACESM-UC06 – Remote or local Disconnection and Reconnection 

6.7.1. General information from ACE SM 

6.7.1.1. Scope 

The Use case configures and operates disconnectors in the electricity meter and optionally in submeters. 

The Use case describes the operations undertaken by a Head end System and these operations may be undertaken 

by a handheld unit via a local interface on the meter, if suitable security credentials are available. 

The scope is determined by SM WG Use Cases for Generic metering profile 

6.7.1.2. Objective(s) 

The objective is to disconnect and reconnect supply via a meter or optionally a sub-meter locally or remotely. 

6.7.1.3. Short Description 

Process of locally or remotely disconnecting or reconnecting supply at a meter or optionally an MBUS sub-meter. 

6.7.1.4. Scenarios 

UC06-S00 Configuration of Disconnector 

Description: This controls the setting of the control mode of the disconnector. 
 

This also controls the other settings related to disconnector objects, including the activity 
calendar, the schedule, and the arbitrator3. 
Control mode configures the behaviour of the disconnect control object for all triggers, i.e. the 
possible state transitions.  

UC06-S01 Remote connection/disconnection of electricity breaker without arbitration 

Description: The HES invokes scripts to control the remote_connect()/remote_disconnect() 
methods of Disconnect control object 
A result is sent back to the HES - but this does not indicate a change of state, just that the 
command is accepted. 

UC06-S02 Remote connection/disconnection of electricity breaker with Arbitrator IC 

Description: Unlike non- arbitrator implementations, the HES invokes method 1 - 
request_action() of Arbitrator with request_actor = 1 and request_action_list = ‘00100’ or 
‘000100’  

UC06-S03 schedule-driven connection/disconnection of electricity breaker 

Description: The meter has been pre-configured with a schedule to change the condition of the 
supply control at specific times/dates. At the appropriate time, the application process within 
the meter invokes the script required by the schedule. This script may directly operate the 
disconnect control, or it may make a request of the arbitrator to determine whether the supply 
control should be changed. 
Scenario 10 is executed, either directly, or by Scenario 11 if the arbitrator so determines.  

UC06-S05 activity calendar-driven connection/disconnection of electricity breaker 

Description: The meter has been pre-configured with an activity calendar to change the 
condition of the supply control at specific times/dates. 

UC06-S07 Remote connect/disconnect in M-Bus Device 

UC06-S08 schedule-driven connect/disconnect in M-Bus device 

UC06-S09 Activity calendar driven connect/disconnect in M-Bus device 

___________ 

3 The arbitrator interface class is not applied in this Annex.  
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UC06-S10 Disconnector Script invoked 

Description: The SM triggers a disconnector script  

UC06-S11 Arbitrator IC drives Disconnector 

Description: Only required for Prepayment UC21. Optional in other situations. 
A script is invoked that causes the Arbitrator to recalculate and operate the Disconnector as 
appropriate 

6.7.2. Adoption 

Note that the Use Case does not contain Scenarios S04 or S06 – these were removed as part of the DLMS UA 

ACE SM GCP 1.0.1 review.  

Scenarios S00, S01, S03, S05 and S10 are mandatory.  Other scenarios are not permitted. 

6.7.3. Details of technical variations (if any) 

Additional entries shall be added to the script table for disconnector – these shall select the control mode of the 

disconnector object. 

Limiter (IC=71) and Register Monitor (IC=21) objects have threshold values, and if these values are zero or arrays 

of zero entries then the object is disabled from controlling the disconnector. 

6.7.4. Commentary 

Some meters in Austria are dedicated to metering and control of controllable loads (often heating loads), and these 

will generally use the schedule or activity calendar configurations to control the supply control switch to activate or 

deactivate these loads.   

6.8. Use Case ACESM-UC07 – Synchronizing the Clock 

6.8.1. General information from ACE SM 

6.8.1.1. Scope 

This Use Case is applied to adjust the real time clock within the Meter 

6.8.1.2. Objective(s) 

Time is sufficiently accurate.  This is for billing and other purposes including security. 

6.8.1.3. Short Description 

This use case describes how the HES is able to synchronize the real time clock of a meter. Setting the current time 

can be performed by applying the SET or ACCESS service to the attribute “time” of the “clock” object. In addition, 

NTP synchronization is possible as an option. 

6.8.1.4. Scenarios 

UC07-S1 Send NTP information to meter 

Description: This scenario describes how the HES is able to synchronize the real time clock of 
a Meter using an NTP server.  

UC07-S2 Send Time information 

Description: This scenario uses the time in the HES, or gateway to set the meter's clock. 
While the scenario describes setting from the HES, it can be set from a suitable hub/gateway 
as well. 

6.8.2. Adoption 

Scenario 2 is mandatory.  Scenario 1 may be included at the request of the purchaser. Note that Scenario 1 shall 

only be used if the secure credentials are applied and these are managed via the UC20.  For clarity, the secure 

NTPv4 in accordance with RFC5905 is mandatory. 
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6.8.3. Details of technical variations (if any) 

The clocktime_shift_limit value, which is used to trigger clock adjustment events, has a maximum value of 9 

seconds.  

6.8.4. Commentary 

Note that Dualmode-Gateways may, in addition to the head-end system, have the capability and credentials to 

manage the time for the meters in some deployments, and this does  not affect the head-end system ability to set 

the clock or receive events. 

6.9. Use Case ACESM-UC08 – Quality of supply 

6.9.1. General information from ACE SM 

6.9.1.1. Scope 

Recording of power quality information. This will include both values of power parameters and occurrences of power 

quality events. 

6.9.1.2. Objective(s) 

Quality of Supply Reporting - Electricity: Meters provide Quality of Supply Reporting by monitoring and logging 

Current/power/voltage average values, and Event-Logs and counters 

6.9.1.3. Short Description 

Process of supervising Power Outages, Sags and Swells. Quality of Service parameters are logged in a Power 

Quality profile. 

6.9.1.4. Scenarios 

UC08-S01 - Quality Of Supply Configuration 

Description: Configuration of Quality of Supply elements  

UC08-S02 - Recording of QoS data 

Description: This scenario outlines potential processes within the meter while it monitors power 
parameters. 

UC08-S03 - Quality of Supply profiles retrieval 

Description: The HES initiates collection of Quality of Supply interval and event logs  

UC08-S04 - Push of Quality of Supply profiles 

Description: Routine sending of interval logs and event logs 

6.9.2. Adoption 

This use case is mandatory for all scenarios. 

6.9.3. Details of technical variations (if any) 

Additional Objects for minimum and maximum voltages each phase, maximum current each phase, and power 

factors each phase are required in Austria and these are included in the Object Model.  Note that other elements 

required by the regulations are included in the generic UC. 

  

The log is required to capture 15 registers for 10 days  

Capture periods 10 minute and 15 minutes are required.  

Selective access by range is mandatory and by entry is mandatory.  

6.9.4. Commentary 

Power quality data will become of higher and higher priority in the future. 
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6.10. Use Case ACESM-UC09 – Load management by relay 

6.10.1. General information from ACE SM 

6.10.1.1. Scope 

Control of loads within the customer premises by means of relays managed by the meter managed by an 

activity_calendar and also by direct command in real time. 

6.10.1.2. Objective(s) 

Specific load(s)/source(s) are controlled: The meter controls the controllable loads or sources in accordance with 

the configuration selected. 

6.10.1.3. Short Description 

Process of controlling specific local loads or power sources by means of relays. 

6.10.1.4. Scenarios 

UC09-S1 Configuration of load management by relay 

Description: Configuration and direct control of Load Management by relay  

UC09-S2 Timed relay operations 

Description: The relay(s) change state according to the time plan configuration  

UC09-S3 Ad-hoc operation (proposed) 

Description: The HES sends instructions to the meter to change the state of the relay(s) 

6.10.2. Adoption 

This use case is mandatory 

6.10.3. Details of technical variations (if any) 

Entry into the log book for switching – seperate log book for relays.  

Relays may be controlled by the prime or an additional Limiter Object.  One to four additional limiter objects are 

required and these are included in the Object Model.  These act on the script table entries for relay control (rather 

than the main supply control switch) and they may be controlled by import or export power, current or voltage 

values.  

 

6.10.4. Commentary 

Control of night storage heating and similar loads is likely to be augmented with additional load control needs, some 

of which may require sensitivity to grid conditions. 

6.11. Use Case ACESM-UC10 – Firmware update 

6.11.1. General information from ACE SM 

6.11.1.1. Scope 

This Use Case covers the execution of a firmware update process between HES and Electricity Meter. Images may 

be transferred directly from the HES or from an external delivery tool - this may be a gateway or other network 

element. 

• The Use Case may be applied for: 

• metrological firmware 

• non-metrological firmware 

• firmware for other meter elements (e.g. software defined radio or modem) 
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• patches and incremental updates 

6.11.1.2. Objective(s) 

Delivery and activation of appropriate firmware image 

6.11.1.3. Short Description 

Process of downloading new firmware to Smart Meter or Submeter 

6.11.1.4. Scenarios 

UC10-S1 Update firmware on a Smart Meter-Detailed 

Description: This is the traditional approach. The HES (or a similar server) delivers the whole process, pushing 

blocks to the Meter. 

UC10-S4 Update firmware on a Submeter 

Description: The HES delivers an image to the Electricity Meter and this is forwarded to the 
Submeter and activated. 

UC10-S5 Verification of update 

Description:The HES verifies that the firmware image has deployed correctly. 

6.11.2. Adoption 

Only scenario S1 is mandatory.  Scenario 4 is not used in Austria. Scenario 5 is desirable. 

6.11.3. Details of technical variations (if any) 

Oe Energie notes the following additional requirements:  

1. The update of the legally relevant firmware is subject to legal metrological certification.  

2. The update must be registered in a certification protected event log  

3. The event log itself is part of the functionality under legal control.  

4. The recorded information contains the currently active FW version and the client system title for the 

identification of who initiated the certification relevant change.  

5. The event log is not allowed to be deleted and no further updates are possible in case the event log is 

full.   

6. This event log must also be shown on the meter display  

7. Firmware version must be higher, or rejected by the meter 

8. Meter shall validate the firmware signature and reject if the signature is not valid. 

9. Meter data shall not be altered by the firmware update 

10. Higher level signature to Suite 2 is mandatory  

The scenario 1 may be delivered by multiple clients:  the HES is required to initiate the firmware update process if 

this is remote, but an external device, a Dualmode-Gateway or other device may be that responsible.  The scenario 

1 shall be capable of being delivered via the service interface. 

6.11.4. Commentary 

It should be noted that the meter, on receipt of the activation command, will verify the digital signature of the 

assembled firmware image and, if the image is not correct, then abort the activation process and return an error 

message.  

Note that current regulations seem to conflict regarding application of firmware images – for example there is a 

perceived requirement in RED and CRA for firmware to be updated rapidly when there is a security incident that 

contradicts the approval process required to comply with the MID.   

Multicast of firmware images using the FW upload client.  A pre-shared multicast (GBEK) is used by the FW client 

to multicast images to meters.  This Key is controlled from the maintenance or security associations.  This permits 
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a firmware image device to multicast the image packets to meters.  The FW upload client may use a pre-established 

AA. 

6.12. Use Case ACESM-UC11 – Meter supervision 

6.12.1. General information from ACE SM 

6.12.1.1. Scope 

This use case controls the configuration and execution of meter operations related events and alarms performed 

by the meter using push functionality and as direct readouts. Note that delivery of the Event Logs by routine 

datanotification is configured in UC16 / UC05. 

6.12.1.2. Objective(s) 

Meter reports correctly: Meter supervision event and alarm occurrences are delivered in accordance with the HES 

needs. 

6.12.1.3. Short Description 

Use case used to manage Smart Meter and optionally submeter Events and Alarms supervision. 

6.12.1.4. Scenarios 

UC11-S1 Configure meter supervision events and alarms 

Description: This scenario describes the main activities to send meter supervision 
configuration information from the Head End System to the Smart Meter 

6.12.2. Adoption 

This use case is mandatory. 

6.12.3. Details of technical variations (if any) 

Submeter objects are not included and not required. 

Additional object is required as the metrological error register, which is a Data type Object with OBIS code 0-

0:97.97.1.255.  The content of this register will be a bit string, and the content of the bit string will be one or more 

errors that the meter records where metrology is compromised. Any error in this register is considered as legally 

relevant and causes the cancellation of its metrological certification.  The meter shall display this error register as 

part of the automatic display sequence if one or more bits within the bit string are set. The bit-allocation in this Fatal 

Error Register is manufacturer specific. This register may not be reset. 

6.12.4. Commentary 

This use case covers events and alarms covering the operations of the meter itself, and includes events similar to 

cover removal and tamper indications. 

6.13. Use Case ACESM-UC12 – Consumer Information 

6.13.1. General information from ACE SM 

6.13.1.1. Scope 

This use case controls the configuration of the Customer Interface including the actual physical port, the security 

applied and the data items and the frequency of sending. 

6.13.1.2. Objective(s) 

Consumer Information Delivery: Deliver information to customer equipment. 

6.13.1.3. Short Description 

This use case enables configuration of, protection of, and delivery of meter data to customer equipment via a 

physical customer port on the meter. 
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6.13.1.4. Scenarios 

UC12-S1 Deliver Consumer Information 

Description: The meter sends the required customer information to a remote display via the 
customer interface. 

UC12-S2 Configure Consumer Information set 

Description: The HES configures the meter to deliver information via the customer interface. 

6.13.2. Adoption 

Customer Information Port is mandatory in Austria. 

6.13.3. Details of technical variations (if any) 

An additional object, 0-0:96.3.3.255 is added to the list of items that may be displayed.  This object’s attribute 2 will 

indicate status elements, for example, status of load control relays, in the first instance. 

6.13.4. Commentary 

It is necessary to share a security key between the meter and the customer equipment.  DSOs will execute their 

own approach to sharing this key. 

Enablement and disablement of the customer information is to be achieved by configuring the time at which the 

push setup object delivers data to the CII. 

 

6.14. Use Case ACESM-UC13 – Communication supervision 

6.14.1. General information from ACE SM 

6.14.1.1. Scope 

This UC covers the monitoring and recording of the status of communications between the meter and the HES, and 

the meter and local port. 

6.14.1.2. Objective(s) 

To facilitate diagnostics of the communications between meter and HES: The data assists in diagnosing issues with 

the meter's configuration and location within a specific network and can facilitate changes of configuration including 

placement into alternative network. 

6.14.1.3. Short Description 

Intention is to collect and provide information regarding the communication network(s) that would be useful to 

identify potential communication problems and service performance. 

6.14.1.4. Scenarios 

UC13-S01 Get Communication Logs 

Description: The scenario describes main activities to collect communication logs from the 
Smart Meter by the Head End System  

UC13-S02 Get Communication Network Statistic 

Description: Collection of counters and other measured values related to the performance and 
effectiveness of the relevant data transport. 

UC13-S03 Get Communication Alarms 

Description: The Smart Meter monitors activities on the local port and notifies the Head End 
System if there is any communication attempt on the local port and logs those activities. 

6.14.2. Adoption 

This use case is mandatory. 
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6.14.3. Details of technical variations (if any) 

<none> 

6.14.4. Commentary 

This use case is extended by UC-Oe-01 and to some extent by UC-Oe-03. 

6.15. Use Case ACESM-UC14 – Enabling and disabling functionalities 

6.15.1. General information from ACE SM 

6.15.1.1. Scope 

This Use Case allows the activation or deactivation of specific functions, e.g. enabling and disabling of interval data 

logs, primarily for data protection reasons, and activation or deactivation of the optical interface. 

6.15.1.2. Objective(s) 

Functionalities controlled: Functions within the scope of this use case are enabled and disabled as appropriate. 

6.15.1.3. Short Description 

This use case is used to enable or disable functionalities using Function control interface class objects (class 122). 

6.15.1.4. Scenarios 

UC14-S1 Send Enable/Disable functionality request 

Description: This scenario describes the main activities to send requests to enable and disable 
a functionality from the Head End System to the ACESM Meter  

UC14-S2 Send Scheduled Enable/Disable Functionality Request 

Description: In this scenario, the HES configures a schedule to execute a series of scripts to 
operate the function control objects to enable/disable the functionalities. 

6.15.2. Adoption 

Both scenarios are adopted, noting that the objects related to submetering logging are not supported. 

6.15.3. Details of technical variations (if any) 

1) Objects supporting control of the submeter logs are not supported. 

2) An additional object is applied for the control of the service (optical) interface.  This is a communications 

port object, and this is described in the Chapter Fehler! Verweisquelle konnte nicht gefunden werden.. 

6.15.4. Commentary 

See chapter 7 for more details of the protection of the service interface. 

6.16. Use Case ACESM-UC15 – Power control 

6.16.1. General information from ACE SM 

6.16.1.1. Scope 

This UC covers operation of supply control switch and other relays, and recording events, due to network and load 

conditions. 

6.16.1.2. Objective(s) 

Reduction in export: To limit customer production where network constraints or oversupply are indicated. 

Supply reliability: Use of fuse supervision allows the meter to isolate supply in the event of an overload condition, 

reducing the occurrence of fuse blowing and consequential site visits. 

NOTE that the use of fuse supervision DOES NOT replace the need for a fused cutout at the supply point. 

Reduction in load: The customer load is to be reduced or prevented in situations where there is excessive demand. 
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6.16.1.3. Short Description 

Process of executing specific actions depending on the power limits reached by the supervised values 

6.16.1.4. Scenarios 

UC15-S0 Configuration of power control systems 

Description: This scenario configures the behaviour of the meter with respect to operation of 
supply control and load control elements and other indications due to customer demand. 

UC15-S1 Limiter Action on Supply Control 

Description: When load is outside configured thresholds, the meter records limiter threshold 
events.  

UC15-S2 Limiter action on Load Control 

Description: When a load condition is outside the permitted thresholds, the events are recorded 
and the meter may, if so configured, act by operating the load control in accordance with the 
configured options.  

UC15-S3 Current Supervision 

Description: The meter monitors current over a sliding average and recording events when 
thresholds are crossed, and, by configuration, effecting a change of state of the supply control 
switch as per conditions which would also generate events.  

6.16.2. Adoption 

The use case is mandatory and extended as per the details below. 

6.16.3. Details of technical variations (if any) 

1. Additional Limiter objects.  3 additional limiter objects are required to provide import and export functions, 

and two levels of action.  

2. Additional events for the additional limiters are also required:   

3. Alarm function (and identification) is needed that can operate by configuration with scenarios 1..3.  

6.16.4. Commentary 

Further consideration may be needed in order to prevent unexpected interactions between the limiter objects. 

6.17. Use Case ACESM-UC16 – Event management and alarm reporting 

6.17.1. General information from ACE SM 

6.17.1.1. Scope 

This use case covers the activities of the meter and the HES in the situation where an event occurs, and possibly 

triggers an alarm, and the resetting of the alarm. 

Note that push of event logs using routine data methods is covered in UC05 - periodic meter reading. 

6.17.1.2. Objective(s) 

Meter responds correctly to the occurrence.: When the occurrence takes place, the meter records the event and, 

as appropriate, sends the alarm datanotification as part of the alarm process. 

Should the alarm process be triggered, then the HES will, in response to the datanotification, take action to clear 

the meter alarm state. 

6.17.1.3. Short Description 

This use case describes the process of managing events and reporting and acknowledging alarms detected in the 

Meter to the HES. 
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6.17.1.4. Scenarios 

UC16-S1 Event management and Alarming process 

Description: This scenario describes the main activities to store detected events, send alarms 
from the ACESM Meter to the Head End System, and acknowledge them. 

6.17.2. Adoption 

This use case is mandatory. 

Details of technical variations (if any) 

An additional set of alarm registers is added to the object model.  These registers will function identically to the 

alarm register, descriptor, monitor & filter objects in the existing use case.  

The meter shall support the extra objects as per the Object Model and extra events as per the Object Model.  Some 

Events have specific definitions in the Object Model and meters shall comply with these definitions. 

Some Event Logs for fraud, security and certification may not be over-written or reset, and relevant requirements 

are included in the Object Model. 

Randomization of Alarm push.  The default setting in the ACE SM GCP for pushing of Alarms is without 

randomization, but Austria will require that a time randomization is configured. 

6.17.3. Commentary 

<none> 

6.18. Use Case ACESM-UC17 – Meter availability Control 

6.18.1. General information from ACE SM 

6.18.1.1. Scope 

The HES is required to verify that communications can be established with a meter, and reads out the meter 

identifier to confirm the meter reads correctly. In some situations it can also be used to confirm that the correct 

meter is read. 

6.18.1.2. Objective(s) 

Understanding the meter availability: Verification that the meter is available for communications on the data network. 

This can aid in diagnosing unmanaged networks (e.g. GSM). 

6.18.1.3. Short Description 

This use case checks the availability of the smart meter in the communication network. 

6.18.1.4. Scenarios 

UC17-S01 Check meter availability 

Description: The scenario describes checking of the smart meter communication availability 
on the remote communication interface either in case of wide area or neighbourhood network 
connection. 

6.18.2. Adoption 

This use case is mandatory. 

6.18.3. Details of technical variations (if any) 

None. 

6.18.4. Commentary 

This is a simple “Meter Ping” Use Case. 
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6.19. Use Case ACESM-UC18 – Display messages on meter display 

6.19.1. General information from ACE SM 

6.19.1.1. Scope 

This Use Case covers display of measured values and other information on the meter's display. 

The scope is determined by SM WG Use Cases for Generic Smart Metering Profile. 

6.19.1.2. Objective(s) 

Manage information presented on meter display: The objective is to manage the display of measurements and other 

information on the meters display. 

6.19.1.3. Short Description 

SUC used to display meter readings and other information on Smart Meter local display. 

6.19.1.4. Scenarios 

UC18-S1 Meter Displays Information 

Description: The Electricity meter displays measured and other information items according to 
the configuration.  

UC18-S2 Configure display information 

Description: The HES sets up the lists of information that is displayed in automatic and manual 
scroll modes. 

6.19.2. Adoption 

This use case is mandatory. 

6.19.3. Details of technical variations (if any) 

1) When a fatal error occurs, then the display shall show that this has occurred and the event code as the 

default display on the automatic display sequence and the display shall not show a fatal event code 

otherwise. 
2) There is a requirement for harmonized control of the time to revert to automatic scrolling, and this is 

controlled in 0-0:94.43.20.255. 
3) There is a requirement for harmonized control of the time between displayed items in the auto scroll 

operation, and this is controlled in 0-0:94.43.21.255 
4) There is a requirement that load profile data is displayed on the meter, and this is available for the last 60 

days.  This is for two load profiles, the 15 minute profile and the 24h profile.  These are outlined in the 

Object Model.  The Object to manage this display profile is 0-0:21.0.3.255. 
5) There is a requirement that load profile data should not be shared with a new occupier. There is a need, 

therefore, to establish control of the display of the load profile on the meter display.  When there is a 

change of occupier, the load profiles shall be prevented from display by changing the configuration of the 

manual display sequence. When 60 days have elapsed, then the profile data shall become available again 

to the occupier of the premises.  

6) When there is need to display a text message to the consumer, that will be displayed as the default item 

in place of the automatic display sequence.  The meter will have a method for clearing this text message 

when the viewer interacts with the buttons on the meter. 

6.19.4. Commentary 

<none> 
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6.20. Use Case ACESM-UC19 – Configuration of meter locally 

6.20.1. General information from ACE SM 

6.20.1.1. Scope 

This UC covers the changes of configuration items by a field technician at any point during the life cycle of the 

meter. 

6.20.1.2. Objective(s) 

Meter operating in accordance with the configuration: The configuration has been successfully delivered. 

6.20.1.3. Short Description 

This use case handles the process of adjusting of the meter configuration at the installation location during 

installation,deployment, maintenance and end of life cycle phase. 

6.20.1.4. Scenarios 

UC19-S1 Deliver configuration locally 

Description: This use case handles the process of adjusting of the Smart Meter configuration 
at the installation location during deployment, maintenance and end of life cycle phase 

6.20.2. Adoption 

This is mandatory.  It shall be capable of being applied to any configuration scenario of any other use case where 

applicable. 

6.20.3. Details of technical variations (if any) 

Only roles applicable to the service interface shall be permitted to control the configuration of the meter as defined 

in the Object Model. 

6.20.4. Commentary 

The meters will have unique security keys.  Therefore DSOs will require a mechanism for the secure distribution 

and replacement of the keys related to the delivery of this Use Case. 

6.21. Use Case ACESM-UC20 – Manage meter security settings 

6.21.1. General information from ACE SM 

6.21.1.1. Scope 

This use case describes the methods used to change security credentials on meters and submeters where 

appropriate, and change other security settings as needed - for example, security_suite, security_policy. 

6.21.1.2. Objective(s) 

Data and messages are protected: Data and messages are provided with protection for confidentiality, integrity, 

and authenticity. 

6.21.1.3. Short Description 

Setting and updating security credentials and other security settings in the Smart Meter and optionally Submeter 

6.21.1.4. Scenarios 

UC20-S0 Meter security configuration 

Description: This scenario describes the main activities to change the security configuration, 
specifically to Set Security Policy, and import certificates.  

UC20-S1 Smart Meter key update 

Description: This scenario describes the main activities to transfer Smart Meter Security 
Information from the Head End System to the Smart Meter. 
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UC20-S2 Submeter Security Settings 

UC20-S3 Meter Certificate update 

Description: This scenario describes the main activities to create and transfer Meter 
Certificates between the Head End System to the Smart Meter. 

6.21.2. Adoption 

Scenarios S0, S1 and S3 are mandatory.  Scenario S2 is not applicable. 

6.21.3. Details of technical variations (if any) 

Security suite 2 in accordance with table 27 of Green Book shall be used, that is: 

Table 5 – Cryptographic Algorithms 

Protection Algorithm 

Authenticated Encryption AES-GCM-256 

Digital Signature ECDSA with P-384 

Key Agreement ECDH with P-384 

Hash SHA-384 

Key transport AES-256 key wrap 

 

The meter shall comply with the requirements of the E2E-Sicherheit-Anforderungskatalog ( “F.1_OE_CS_E2E-

Sicherheit-Anforderungskatalog.pdf“), especially requirement SPR_02. 

This will need extended objects to map additional Application Associations, and these are outlined in the Object 

Model 

When Scenario 0 is applied to update the current Application Association, then the Meter shall release the AA 

immediately after sending any responses. 

When Scenario 1 is applied to update keys, this is only applied using the Security Officer Role using the key 

wrapping key (master key) appropriate to the Application Association being updated. 

The generation of keys requires a certain standard of randomness.  the meter shall generate keys in accordance 

with  SPR_02  Other key generation (that is, within the AMI ecosystem) shall generate keys in accordance with 

relevant requirements of the „F.1_OE_CS_E2E-Sicherheit-Anforderungskatalog.pdf”. 

CSRs provided by the meter shall comply with PKCS # 10, noting the following fields are to be completed as agreed 

between the vendor and the DSO.  Note that the PKI section in the DLMS Green Book 12, clause 9.2.6.3 provides 

guidance on certificates. 

Certificate locations within the SEM shall be managed by agreement between the vendor and the DSO. 

6.21.4. Commentary 

Note that the submeter scenario is not permitted. 

6.22. Use Case ACESM-UC21 – Prepayment metering 

6.22.1. General information from ACE SM 

6.22.1.1. Scope 

Prepayment includes configuration, credit adjustments, payment token processing. This applies to processing within 

the meter - where the payment processing takes place in the HES or related systems then the control of the SCS 

is covered by UC06. 

6.22.1.2. Objective(s) 

To enable the implementation of payment metering in smart electricity meters and submeters, and maintain 

interoperability as such is done. 
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6.22.1.3. Short Description 

Process of managing payment metering. This use case is largely based on the payment metering processes and 

functions defined in IEC 62055-21. 

6.22.1.4. Scenarios 

UC21-S1 Switching to payment mode, remotely 

UC21-S2 Top-up Token Credit manually 

UC21-S3 Top-up Token Credit remotely 

UC21-S4 Collection of consumption charges 

UC21-S5 Collection of standing charges 

UC21-S6 Management of non-disconnect period 

UC21-S7 Provision of emergency credit 

UC21-S8 Manage available credit 

UC21-S9 Switch to credit mode 

6.22.2. Adoption 

This use case shall be disabled. 

6.22.3. Details of technical variations (if any) 

This is an optional use case in the ACE SM GCP.  Meters intended for use in Austria shall have this functionality 

disabled.  Note that one option to achieve this is to ensure that any Objects related to prepayment have all access 

rights disabled in all Application Associations. 

6.22.4. Commentary 

Prepayment in Austria is achieved by direct control of the supply control switch using Use Case 06. 

6.23. Use Case Oe-01 – Communications Configuration. 

6.23.1. Description of the use case 

6.23.1.1. Name of use case 

Use case identification 

ID Area(s)/Domain(s)/Zone(s) Name of use case 

 Austria Oe-UC-01 Communications Configuration 

6.23.1.2. Scope and objectives of use case 

Scope and objectives of use case 

Scope 

Configuration of the meter's PLC and other communications parameters, including 

enablement and disablement, and fallback to previous settings. 

NOTE that, where a communications module is attached to the meter, but the communications 

module has a separate identity, this use case is likely to be applied. 

Configuration of hubs/gateways is not in scope of this use case. 

Objective(s) 
Communications Control: Control of communications elements allows reliable 

communications to be maintained. 

Related business 

case(s) 
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6.23.1.3. Narrative of Use Case 

Narrative of use case 

Short description 

Configuration of communications parameters needed for PLC and P2P technologies. 

Complete description 

Configuration of communication parameters for P2P and PLC communication technologies. Specifically 

parameters related to G3 technology, changing of frequency bands and notching tables, with the addition of a 

fallback option so that communications is attempted using the previous settings unless communications is 

established using the new settings.  

This also covers the situation where multiple communication technologies are possible, or where there is a 

requirement to switch off wide area communications completely.  

Summary of use case 

• UC-Oe01-S1 Cellular configuration design and delivery 

Description: The HES receives a Cellular configuration design to be delivered to the 
meter and delivers it.  

• UC-Oe01-S2 G3 configuration design and delivery 

Description: The HES receives a G3 configuration design to be delivered to the meter 
and delivers it.  

• UC-Oe01-S3 Configuration of multiple transports 

Description: This scenario allows the enablement and disablement of individual 
transport technologies, including the ability to disable all the wide area capability of the 
meter.  

• UC-Oe01-S4 Configuration activation and fail over 

Description: The new communications configuration is activated by a schedule. If this 
communications implementation does not succeed then the meter returns to previous 
configuration settings. 

• UC-Oe01-S5 Ethernet configuration design and delivery 

Description: The HES receives an ethernet configuration design to be delivered to the 
meter and delivers it.  

6.23.1.4. Key performance indicators (KPI) 

Key performance indicators 

ID Name Description 
Reference to mentioned use 

case objectives 

1 
Dependable 

Communications 

Communications are reliable to meet national 

requirements. 
Communications Control 

2 Effective fail over 
Communications failure due to misconfiguration is 

recoverable without site visit. 
Communications Control 

6.23.1.5. Use case conditions 

Use case conditions 

Assumptions 

1 
Correct AA set: The Correct Application Association is already set up and communication is possible. Application 

Association is the role based relationship used to establish the rules for the communication session. 
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Prerequisites 

1 
Communications is possible: The Electric Meter can be communicated with (either through the WAN or via a site 

visit) 

6.23.2. Further information to the use case for classification/mapping 

Classification information 

Relation to other use cases 

<<BUC>> Extensions 

<<SUC>> Oe-UC-03 Communications Module Management 

Level of depth 

Overview 

Prioritisation 

Mandatory for Austria.Note that Scenarios 1,2 and 5 are applied when the appropriate transports are employed. 

Generic, regional or national relation 

Austria 

Nature of the use case 

SUC 

Further keywords for classification 

6.23.2.1. General remarks 

General remarks 

G3 Configuration Interface Classes: The G3 related interface classes are extremely complex, and are detailed in 

the Blue Book. 

P2P interface classes: The P2P interface classes are complex and are detailed in the Blue Book 

WAN communications disablement: TO BE DISCUSSED 

Is there a requirement that all remote communications be disabled? Input expected from the security workstream. 

Configuration errors: Configurations will be made up of sequences of commands. each element in the sequence is 

likely to be a seperate SET command.  

DLMS provides responses to each SET command, and the HES should have methods to manage the process 

depending on the error response received. The responses are: 

success (0),  

hardware-fault (1),  

temporary-failure (2),  

read-write-denied (3),  

object-undefined (4),  

object-class-inconsistent (9),  

object-unavailable (11),  

type-unmatched (12),  

scope-of-access-violated (13),  

data-block-unavailable (14),  

long-get-aborted (15),  

no-long-get-in-progress (16),  

long-set-aborted (17),  

no-long-set-in-progress (18),  

data-block-number-invalid (19),  

other-reason (250)  
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When one of these responses is received, the HES needs to retry or take other appropriate action. 

Note that it is possible that when configuring a sub-device (e.g. a modem) that the device will set an inappropriate 

value into the sub-device, and mis-handle the error it receives (an example may be that the HES attempts to change 

the modem in a meter to limit to 2G CSD communications when the modem is only capable of 4G, but the meter 

sends the command to the modem and does not correctly handle the error message from the modem). 

6.23.3. Diagrams of use case 

Diagram(s) of use case 
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6.23.4. Technical details 

6.23.4.1. Actors 

Actors 

Grouping (e.g. 

domains, zones) 
Group description 

Actor name 
Actor 

type 
Actor description 

Further 

information 

specific to this use 

case 

Head End 

System 
System 

Head End System offers services to collect metering data and also 

to deliver configuration and other commands to the meters. It usually 

interacts with other business systems to deliver the meter data and 

other services to other business units and to wider industry. 

 

Hub/Gateway System 

Hub/Gateway is an intermediate device that is interposed between 

the Smart Meter and the HES.  

It may be a simple relay device or have intelligence to read meters 

and perform other functions directly. 

 

Smart Electric 

Meter (SEM) 
System Smart Meter is an AC Electricity Meter with additional functions.  

6.23.4.2. References 

References 

No. 
Reference 

Type 
Reference Status 

Impact on use 

case 

Originator / 

organisation 
Link 
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1 Standard 

ITU-T G.9903 

(2017) Amd. 2 

(03/2023) 

Published 
Description of the 

G3 technology 
ITU 

https://www.itu.int/rec/T-

REC-G.9903 

2 Standard TS 24.301 Published P2P standard 3GPP  

3 Standard TS 36.101 Published P2P standard 3GPP  

4 Standard TS 36.331 Published P2P standard 3GPP  

5 Standard TS 36.306 Published P2P Standard 3GPP  

6 Standard TS 36.3213 Published P2P Standard 3GPP  

6.23.5. Step by step analysis of use case 

6.23.5.1. Overview of scenarios 

Scenario conditions 

No

. 
Scenario name 

Scenario 

description 

Primary 

actor 
Triggering event Pre-condition Post-condition 

1 

UC-Oe01-
S1 Cellular 
configuratio
n design and 
delivery 

The HES 
receives a 
Cellular 
configuration 
design to be 
delivered to the 
meter and 
delivers it. 

Head 
End 
Syste
m 

Configuration 
change needed: 
Data reliability 
measurements 
and 
experiments 
determine that a 
new 
configuration is 
preferable. 
Time for 
activation may 
or may not be 
configured. 

New 
configuration 
designed: A 
new 
configuration 
is designed 
for the 
cellular 
modem of 
the meter. 

New 
configuration 
delivered.: The 
new 
configuration is 
delivered and 
waiting on the 
meter for 
time_based 
activation 

2 

UC-Oe01-
S2 G3 
configuratio
n design and 
delivery 

The HES 
receives a G3 
configuration 
design to be 
delivered to the 
meter and 
delivers it. 

Head 
End 
Syste
m 

Configuration 
change needed: 
Data reliability 
measurements 
and 
experiments 
determine that a 
new 
configuration is 
preferable. 
Time for 
activation may 
or may not be 
configured. 

New 
configuration 
designed: A 
new 
configuration 
is designed 
for the G3 of 
this meter 

New 
configuration 
delivered: The 
new 
configuration is 
delivered and 
waiting on the 
meter for time 
based 
activation. 

https://www.itu.int/rec/T-REC-G.9903
https://www.itu.int/rec/T-REC-G.9903
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3 

UC-Oe01-
S3 
Configuratio
n of multiple 
transports 

This scenario 
allows the 
enablement 
and 
disablement of 
individual 
transport 
technologies, 
including the 
ability to 
disable all the 
wide area 
capability of the 
meter. 

Head 
End 
Syste
m 

Configuration 
change needed: 
Data reliability 
measurements 
and 
experiments 
determine that a 
new 
configuration is 
preferable. 
Time for 
activation may 
or may not be 
configured. 
 
 
Communication
s enablement or 
disablement: 
Communication
s from a specific 
device is to be 
disabled or re-
enabled. 

Proposed 
change to 
transports 
configuration
: The HES 
has a design 
for a change 
to the 
configuration 
of transport 
priorities 

Meter applying 
new priorities: 
The meter is 
using the new 
priorities to 
determine 
which 
communication
s transports to 
use. 

4 

UC-Oe01-
S4 
Configuratio
n activation 
and fail over 

The new 
communication
s configuration 
is activated by 
a schedule. If 
this 
communication
s 
implementation 
does not 
succeed then 
the meter 
returns to 
previous 
configuration 
settings. 

Smart 
Electri
c 
Meter 
(SEM) 

Communcation
s failover: Time 
has passed and 
the E Meter has 
been unable to 
communicate 
using the new 
settings, and 
therefore 
reverts to the 
previous 
settings. 

Pending 
configuration 
present: A 
pending 
configuration 
change is in 
place on the 
meter 

Communication
s is established: 
The Meter can 
communicate 
with the Head 
End System 

5 

UC-Oe01-
S5 Ethernet 
configuratio
n design and 
delivery 

The HES 
receives an 
ethernet 
configuration 
design to be 
delivered to the 

Head 
End 
Syste
m 

Configuration 
change needed: 
Data reliability 
measurements 
and 
experiments 
determine that a 

New 
Ethernet 
Configuratio
n designed: 
A new 
configuratio 
for the 

New 
configuration 
delivered.: The 
new 
configuration is 
delivered and 
waiting on the 
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meter and 
delivers it. 

new 
configuration is 
preferable. 
Time for 
activation may 
or may not be 
configured. 

ethernet is 
proposed. 

meter for 
time_based 
activation 

6.23.5.2. Steps - Scenarios 

6.23.5.2.1. UC-Oe01-S1 Cellular configuration design and delivery 
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The HES receives a Cellular configuration design to be delivered to the meter and delivers it.  
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Scenario step by step analysis 

Scenario 

Scenario 

name 
UC-Oe01-S1 Cellular configuration design and delivery 

Step 

No 
Event 

Name of 

process/activity 

Description of 

process/activity 
Service 

Information 

producer 

(actor) 

Information 

receiver 

(actor) 

Information 

exchanged 

(IDs) 

Requirement, 

R-IDs 

1.1  

S1-A1 

Configuration 

designed and 

sent 

The HES has a 

configuration 

planned and 

sends it to the 

meter. 

 Head End 

System 

Smart 

Electric 

Meter 

(SEM) 

Info1-Cellular 

Configuration - 

pending, Info2-

TCP/IP 

Configuration - 

pending 

 

1.2  
S1-A2 

Configuration 

items stored 

The items are 

stored in the 

pending objects 

awaiting 

activation. 

 

Smart 

Electric 

Meter 

(SEM) 

Head End 

System 

Info3-Generic 

Configuration 

Response 

 

1.3  S1-A3 Set the 

schedule 

The timer to 

initiate the 

comms change is 

activated. 

 Head End 

System 

Smart 

Electric 

Meter 

(SEM) 

Info4-

Communications 

Configuration 

Control 

 

1.4  

S1-A4 Schedule 

and fallback 

configured and 

activated 

The timer for 

fallback is set. 
 

Smart 

Electric 

Meter 

(SEM) 

Head End 

System 

Info3-Generic 

Configuration 

Response 
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1.5  S1-A5 HES 

updates records 

The HES 

receives the 

responses and 

updates its 

records and any 

external systems 

accordingly. 

 Head End 

System 

   

• 1.1. S1-A1 Configuration designed and sent 

Information Overview: UC-Oe01-S1 Cellular configuration design and delivery/S1-A1 

Configuration designed and sent 

The HES has a configuration planned and sends it to the meter.  

Information sent: 

Information object Instance name Instance description 

Cellular Configuration - 

pending 

Pending Cellular 

configuration 

configuration items related to cellular communications, may include 

APN information, network choices, etc. 

TCP/IP Configuration - 

pending 

Pending TCP/IP 

Configuration 
Items related to the configuration of IP communications 

• 1.2. S1-A2 Configuration items stored 

Information Overview: UC-Oe01-S1 Cellular configuration design and delivery/S1-A2 

Configuration items stored 

The items are stored in the pending objects awaiting activation.  

Information sent: 

Information object Instance name Instance description 

Generic Configuration 

Response 

Responses to configuration 

commands 

The meter sends response(s) as 

appropriate. 

• 1.3. S1-A3 Set the schedule 

Information Overview: UC-Oe01-S1 Cellular configuration design and delivery/S1-A3 Set 

the schedule 

The timer to initiate the comms change is activated. 

 

Information sent: 

Information object Instance name Instance description 

Communications 

Configuration Control 

Configuration of scheduler and 

fall back timer/counter 

These attributes are the time for activation, and also a 

timeout after which the meter returns to previous 

settings. 

• 1.4. S1-A4 Schedule and fallback configured and activated 

Information Overview: UC-Oe01-S1 Cellular configuration design and delivery/S1-A4 

Schedule and fallback configured and activated 

The timer for fallback is set. 

 

Information sent: 

Information object Instance name Instance description 

Generic Configuration Response  Responses to schedule commands (generic response) 

6.23.5.2.2. UC-Oe01-S2 G3 configuration design and delivery 
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The HES receives a G3 configuration design to be delivered to the meter and delivers it.  
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Scenario step by step analysis 

Scenario 

Scenario 

name 
UC-Oe01-S2 G3 configuration design and delivery 

Step 

No 
Event 

Name of 

process/activity 

Description of 

process/activity 
Service 

Information 

producer 

(actor) 

Information 

receiver 

(actor) 

Information 

exchanged 

(IDs) 

Requirement, 

R-IDs 

2.1  

S2-A1 

configuration 

designed and 

sent 

The HES creates 

and sends the 

configuration. 

 Head End 

System 

Smart 

Electric 

Meter 

(SEM) 

Info5-G3-Hybrid 

Configuration - 

pending, Info2-

TCP/IP 

Configuration - 

pending 

 

2.2  
S2-A2 

configuration 

items stored 

The meter 

receives the 

commands, 

validates and 

processes them, 

and sends 

responses. 

 

Smart 

Electric 

Meter 

(SEM) 

Head End 

System 

Info3-Generic 

Configuration 

Response 

 

2.3  S2-A3 - set the 

schedule 

The HES sets the 

activation and 

any fallback 

 Head End 

System 

Smart 

Electric 

Info4-

Communications 
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information into 

the meter. 

Meter 

(SEM) 

Configuration 

Control 

2.4  

S2-A4 schedule 

and fallback 

configured and 

activated 

The schedule is 

set and active for 

the activation 

time 

 

Smart 

Electric 

Meter 

(SEM) 

Head End 

System 

Info3-Generic 

Configuration 

Response 

 

2.5  S2-A5 HES 

updates records 

The HES stores 

and forwards 

response 

information to 

other systems 

 Head End 

System 

   

• 2.1. S2-A1 configuration designed and sent 

Information Overview: UC-Oe01-S2 G3 configuration design and delivery/S2-A1 

configuration designed and sent 

The HES creates and sends the configuration. 

 

Information sent: 

Information object Instance name Instance description 

TCP/IP Configuration - pending  Pending G3-PLC configuration Pending G3 objects 

G3-Hybrid Configuration - pending Pending TCP config Pending internet protocol objects 

• 2.2. S2-A2 configuration items stored 

Information Overview: UC-Oe01-S2 G3 configuration design and delivery/S2-A2 

configuration items stored 

The meter receives the commands, validates and processes them, and sends responses.  

Information sent: 

Information object Instance name Instance description 

Generic Configuration Response  Responses to configuration (generic response) 

• 2.3. S2-A3 - set the schedule 

Information Overview: UC-Oe01-S2 G3 configuration design and delivery/S2-A3 - set the 

schedule 

The HES sets the activation and any fallback information into the meter.  

Information sent: 

Information object Instance name Instance description 

Communications Configuration 

Control 

Configuration of scheduler and fall back 

timer/counter 

Configuration of 

timers. 

• 2.4. S2-A4 schedule and fallback configured and activated 

Information Overview: UC-Oe01-S2 G3 configuration design and delivery/S2-A4 schedule 

and fallback configured and activated 

The schedule is set and active for the activation time  

Information sent: 

Information object Instance name Instance description 

Generic Configuration Response  Responses to schedule commands (generic response) 
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6.23.5.2.3. UC-Oe01-S3 Configuration of multiple transports 

This scenario allows the enablement and disablement of individual transport technologies, 
including the ability to disable all the wide area capability of the meter.  
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Scenario step by step analysis 

Scenario 

Scenario 

name 
UC-Oe01-S3 Configuration of multiple transports 

Step 

No 
Event 

Name of 

process/activity 

Description of 

process/activity 
Service 

Information 

producer 

(actor) 

Information 

receiver 

(actor) 

Information 

exchanged 

(IDs) 

Requirement, 

R-IDs 

3.1  
S3-A1 HES 

sends transports 

configuration 

The HES sends 

the configuration 

to the Meter 

 Head End 

System 

Smart 

Electric 

Meter 

(SEM) 

Info6-V.44 

Configuration 

objects, Info7-

Communications 

Activation 

Control 

 

3.2  
S3-A2 Meter 

receives 

commands 

The meter 

receives, verifies 

and processes 

the configuration 

commands, 

The meter 

activates the new 

configuration 

(noting that 

changes to 

communications 

activation will 

take place after 

the current 

session is 

terminated. 

The meter sends 

responses to the 

 

Smart 

Electric 

Meter 

(SEM) 

Head End 

System 

Info3-Generic 

Configuration 

Response 
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configuration 

commands. 

3.3  
S3-A3 HES 

receives 

responses 

The HES 

receives 

responses to the 

configuration of 

the activations. 

 Head End 

System 

   

• 3.1. S3-A1 HES sends transports configuration 

Information Overview: UC-Oe01-S3 Configuration of multiple transports/S3-A1 HES 

sends transports configuration 

The HES sends the configuration to the Meter  

Information sent: 

Information object Instance name Instance description 

V.44 Configuration objects  Compression Attributes (To Be determined) 

Communications Activation 

Control 

Elements to describe communications 

activation 

This will indicate the communications type 

and its priority 

• 3.2. S3-A2 Meter receives commands 

Information Overview: UC-Oe01-S3 Configuration of multiple transports/S3-A2 Meter 

receives commands 

The meter receives, verifies and processes the configuration commands, 

The meter activates the new configuration (noting that changes to communications activation will take 

place after the current session is terminated. 

The meter sends responses to the configuration commands. 

 

Information sent: 

Information object Instance name Instance description 

Generic Configuration Response  Responses to comms activations (generic response) 

6.23.5.2.4. UC-Oe01-S4 Configuration activation and fail over 
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The new communications configuration is activated by a schedule. If this communications 
implementation does not succeed then the meter returns to previous configuration settings. 

 

 



Austria Annex to AC Electricity Smart Meter Generic Companion Profile 

 

Oesterreichs Energie 2026-04-17 Austria Annex to ACE SM GCP   59/ 108  

© Copyright 2026 Oesterreichs Energie.  All rights reserved 

 

 

Scenario step by step analysis 

Scenario 

Scenario 

name 
UC-Oe01-S4 Configuration activation and fail over 

Step 

No 
Event 

Name of 

process/activity 

Description of 

process/activity 
Service 

Information 

producer 

(actor) 

Information 

receiver 

(actor) 

Information 

exchanged 

(IDs) 

Requirement, 

R-IDs 

4.1  
S4-A01..A05 

Activation of 

Configuration 

A current 

configuration is 

backed up, and a 

preset configuration 

is applied and 

activated. 

 
Smart 

Electric 

Meter (SEM) 

   

4.2  

S4-A06 Push 

message from 

meter received 

and response 

sent 

The HES receives 

the push message 

(push on 

connectivity) that is 

sent from the meter 

to announce its 

presence on the 

network, and sends 

 Head End 

System 

Smart 

Electric 

Meter (SEM) 

Info14-

Generic 

Push 

Response 
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a response to the 

meter. 

4.3  

S4-A07..A09 

Reactivation of 

previous 

configuration 

If response to the 

push on connectivity 

is not received within 

a set time, then the 

meter assumes that 

there is an issue with 

the new 

configuration. 

Therefore it reads 

the backup 

configuration back 

into the current 

configuration, and 

initiates a new push 

on connectivity. 

 
Smart 

Electric 

Meter (SEM) 

   

4.4  S4-A10 Meter is 

connected 

The meter has 

received a response 

to a push on 

connection 

message. If 

necessary, the timer 

controlling roll back 

is cancelled. 

 
Smart 

Electric 

Meter (SEM) 

   

• 4.1. S4-A01..A05 Activation of Configuration 

Information Overview: UC-Oe01-S4 Configuration activation and fail over/S4-A01..A05 

Activation of Configuration 

A current configuration is backed up, and a preset configuration is applied and activated. 
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Activity step by step analysis 

Scenario 

Scenario 

name 
UC-Oe01-S4 Configuration activation and fail over 

Step 

No 
Event 

Name of 

process/activity 

Description of 

process/activity 
Service 

Information 

producer 

(actor) 

Information 

receiver 

(actor) 

Information 

exchanged 

(IDs) 

Require

ment, R-

IDs 

4.1.1  S4-A01 Script 

activated 

The 

communications 

configuration 

activation script is 

activated. 

 
Smart 

Electric Meter 

(SEM) 

Smart Electric 

Meter (SEM) 

Info4-

Communicati

ons 

Configuration 

Control 

 

4.1.2  
S4-A02 Live 

Objects copied to 

Backup Objects 

The script copies 

the values in the 

current objects into 

the backup objects 

 
Smart 

Electric Meter 

(SEM) 

Smart Electric 

Meter (SEM) 

Info8-

Ethernet 

Configuration 

- active, 

Info9-Cellular 

Configuration 

- active, 

Info10-G3-

Hybrid 

Configuration 

- active, 

Info11-

TCP/IP 

Configuration 

- active 

 

4.1.3  
S4-A03 Pending 

Objects copied to 

Live Objects 

The pending 

objects are copied 

to the live objects, 

and this 

implements the 

change to the new 

configuration. 

 
Smart 

Electric Meter 

(SEM) 

Smart Electric 

Meter (SEM) 

Info1-Cellular 

Configuration 

- pending, 

Info12-

Ethernet 

Configuration 

- pending, 

Info5-G3-

Hybrid 

Configuration 

- pending, 

Info2-TCP/IP 
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Configuration 

- pending 

4.1.4  

S4-A04 Network 

connectivity 

establishment 

attempted 

The meter 

establishes low 

level 

communications 

based on the new 

configuration 

 
Smart 

Electric Meter 

(SEM) 

Smart Electric 

Meter (SEM) 

Info4-

Communicati

ons 

Configuration 

Control 

 

4.1.5  
S4-A05 Push on 

Connectivity 

delivered 

The meter sends 

the push on 

connectivity 

datanotification. 

 
Smart 

Electric Meter 

(SEM) 

 

Info13-

Comms 

establishmen

t Push Setup 

 

▪ 4.1.1. S4-A01 Script activated 

Information Overview: UC-Oe01-S4 Configuration activation and fail over/S4-

A01..A05 Activation of Configuration/S4-A01 Script activated 

The communications configuration activation script is activated.  

Information sent: 

Information object Instance name Instance description 

Communications Configuration 

Control 

Script and Scheduler The script applied to execute the copy activities below. 

▪ 4.1.2. S4-A02 Live Objects copied to Backup Objects 

Information Overview: UC-Oe01-S4 Configuration activation and fail over/S4-

A01..A05 Activation of Configuration/S4-A02 Live Objects copied to Backup 

Objects 

The script copies the values in the current objects into the backup objects  

Information sent: 

Information object Instance name Instance description 

Ethernet Configuration - active Active ethernet config Ethernet objects 

Cellular Configuration - active Live Cellular config (GSM objects) 

G3-Hybrid Configuration - active Live G3 configuration G3-hybrid objects. 

TCP/IP Configuration - active TCP config (internet protocol objects) 

▪ 4.1.3. S4-A03 Pending Objects copied to Live Objects 

Information Overview: UC-Oe01-S4 Configuration activation and fail over/S4-

A01..A05 Activation of Configuration/S4-A03 Pending Objects copied to Live 

Objects 

The pending objects are copied to the live objects, and this implements the change to the new 

configuration. 

 

Information sent: 

Information object Instance name Instance description 

Cellular Configuration - pending  Pending Cellular config Cellular objects 

TCP/IP Configuration - pending  Pending Ethernet config Ethernet objects 

G3-Hybrid Configuration - pending Pending G3 Config G3-Hybrid objects 

Ethernet Configuration - pending Pending TCP config Internet protocol objects 
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▪ 4.1.4. S4-A04 Network connectivity establishment attempted 

Information Overview: UC-Oe01-S4 Configuration activation and fail over/S4-

A01..A05 Activation of Configuration/S4-A04 Network connectivity establishment 

attempted 

The meter establishes low level communications based on the new configuration  

Information sent: 

Information object Instance name Instance description 

Communications Configuration Control  Push Setup Object  Push on connection. 

▪ 4.1.5. S4-A05 Push on Connectivity delivered 

Information Overview: UC-Oe01-S4 Configuration activation and fail over/S4-

A01..A05 Activation of Configuration/S4-A05 Push on Connectivity delivered 

The meter sends the push on connectivity datanotification. 

 

Information sent: 

Information object Instance name Instance description 

Comms establishment 

Push Setup 

Datanotification prepared by 

Push Setup 

The meter sends a push setup to identify itself on the 

communications network. 

• 4.2. S4-A06 Push message from meter received and response sent 

Information Overview: UC-Oe01-S4 Configuration activation and fail over/S4-A06 Push 

message from meter received and response sent 

The HES receives the push message (push on connectivity) that is sent from the meter to announce its 

presence on the network, and sends a response to the meter.  

Information sent: 

Information 

object 
Instance name Instance description 

Generic Push 

Response 

Response to the Push on 

Communications 

This response is necessary to establish that the 

communications changes have been successful. 

• 4.3. S4-A07..A09 Reactivation of previous configuration 

Information Overview: UC-Oe01-S4 Configuration activation and fail over/S4-A07..A09 

Reactivation of previous configuration 

If response to the push on connectivity is not received within a set time, then the meter assumes that there 

is an issue with the new configuration. Therefore it reads the backup configuration back into the current 

configuration, and initiates a new push on connectivity. 
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Activity step by step analysis 

Scenario 

Scenario 

name 
UC-Oe01-S4 Configuration activation and fail over 

Step 

No 

Eve

nt 

Name of 

process/activity 

Description of 

process/activity 

Serv

ice 

Information 

producer (actor) 

Information 

receiver (actor) 

Information 

exchanged (IDs) 

Require

ment, R-

IDs 

4.3.1  
S4-A07 Backup 

Objects copied to 

Live Objects 

The previous 

configuration elements 

which were stored in 

backup are loaded into 

the live configuration. 

 Smart Electric 

Meter (SEM) 

Smart Electric 

Meter (SEM) 

Info15-Cellular 

Configuration - 

backup, Info16-

Ethernet 

Configuration - 

backup, Info17-G3-

Hybrid Configuration 

- backup, Info18-

TCP/IP 

Configuration - 

backup 

 

4.3.2  

S4-A08 Network 

connectivity 

establishment 

using old config 

attempted 

The meter attempts 

reconnection using the 

old settings 

 Smart Electric 

Meter (SEM) 

   

4.3.3  
S4-A09 Push on 

Connectivity 

delivered 

The meter sends a 

push on connectivity 

message. 

 Smart Electric 

Meter (SEM) 

Head End System 

Info13-Comms 

establishment Push 

Setup 

 

▪ 4.3.1. S4-A07 Backup Objects copied to Live Objects 

Information Overview: UC-Oe01-S4 Configuration activation and fail over/S4-

A07..A09 Reactivation of previous configuration/S4-A07 Backup Objects copied 

to Live Objects 

The previous configuration elements which were stored in backup are loaded into the live 

configuration.  

Information sent: 

Information object Instance name Instance description 



Austria Annex to AC Electricity Smart Meter Generic Companion Profile 

 

Oesterreichs Energie 2026-04-17 Austria Annex to ACE SM GCP   67/ 108  

© Copyright 2026 Oesterreichs Energie.  All rights reserved 

Cellular Configuration - backup  Backup Cellular config Cellular objects 

Ethernet Configuration - backup  backup of ethernet config Ethernet objects 

G3-Hybrid Configuration - backup Backup of G3 config G3-Hybrid objects 

TCP/IP Configuration - backup Backup TCP config Internet protocol objects 

▪ 4.3.3. S4-A09 Push on Connectivity delivered 

Information Overview: UC-Oe01-S4 Configuration activation and fail over/S4-

A07..A09 Reactivation of previous configuration/S4-A09 Push on Connectivity 

delivered 

The meter sends a push on connectivity message.  

Information sent: 

Information object Instance name Instance description 

Comms establishment 

Push Setup 

Datanotification prepared by 

Push Setup 

The meter sends a push setup to identify itself on the 

communications network. 

6.23.5.2.5. UC-Oe01-S5 Ethernet configuration design and delivery 

The HES receives an ethernet configuration design to be delivered to the meter and delivers 
it.  
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Scenario step by step analysis 

Scenario 

Scenario 

name 
UC-Oe01-S5 Ethernet configuration design and delivery 

Step 

No 
Event 

Name of 

process/activity 

Description of 

process/activity 
Service 

Information 

producer 

(actor) 

Information 

receiver 

(actor) 

Information 

exchanged 

(IDs) 

Requirement, 

R-IDs 

5.1  

S5-A1 

Configuration 

designed and 

sent 

The HES has a 

configuration 

planned and 

sends it to the 

meter. 

 Head End 

System 

Smart 

Electric 

Meter 

(SEM) 

Info12-Ethernet 

Configuration - 

pending, Info2-

TCP/IP 

Configuration - 

pending 

 

5.2  
S5-A2 

Configuration 

items stored 

The items are 

stored in the 

pending objects 

awaiting 

activation. 

 

Smart 

Electric 

Meter 

(SEM) 

Head End 

System 

Info3-Generic 

Configuration 

Response 

 

5.3  S5-A3 set the 

schedule 

The timer to 

initiate the 

comms change is 

activated. 

 Head End 

System 

Smart 

Electric 

Meter 

(SEM) 

Info4-

Communications 

Configuration 

Control 

 

5.4  

S5-A4 Schedule 

and fallback 

configured and 

activated 

The timer for 

fallback is set. 
 

Smart 

Electric 

Meter 

(SEM) 

Head End 

System 

Info3-Generic 

Configuration 

Response 
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5.5  S5-A5 HES 

updates records 

The HES 

updates its 

records and 

informs other 

systems as 

appropriate 

 Head End 

System 

   

• 5.1. S5-A1 Configuration designed and sent 

Information Overview: UC-Oe01-S5 Ethernet configuration design and delivery/S5-A1 

Configuration designed and sent 

The HES has a configuration planned and sends it to the meter. 

 

 

Information sent: 

Information object Instance name Instance description 

TCP/IP Configuration - 

pending 

pending ethernet 

configuration 

configuration items related to ethernet communications, may 

include VPN network choices, etc. 

Ethernet Configuration - 

pending 

Pending TCP/IP 

configuration 
Items related to the configuration of IP communications 

• 5.2. S5-A2 Configuration items stored 

Information Overview: UC-Oe01-S5 Ethernet configuration design and delivery/S5-A2 

Configuration items stored 

The items are stored in the pending objects awaiting activation. 

 

Information sent: 

Information object Instance name Instance description 

Generic Configuration 

Response 

Responses to configuration 

commands 

The meter sends response(s) as 

appropriate. 

• 5.3. S5-A3 set the schedule 

Information Overview: UC-Oe01-S5 Ethernet configuration design and delivery/S5-A3 set 

the schedule 

The timer to initiate the comms change is activated.  

Information sent: 

Information object Instance name Instance description 

Communications 

Configuration Control 

Configration of scheduler and 

fall back timer/counter 

These attributes are the time for activation, and also a 

timeout after which the meter returns to previous 

settings.  

• 5.4. S5-A4 Schedule and fallback configured and activated 

Information Overview: UC-Oe01-S5 Ethernet configuration design and delivery/S5-A4 

Schedule and fallback configured and activated 

The timer for fallback is set. 

 

Information sent: 

Information object Instance name Instance description 

Generic Configuration Response  Responses to schedule commands (generic response) 
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6.23.6. Information exchanged 

Information exchanged 

Information 

exchanged, ID 
Name of information Description of information exchanged 

Requirement, 

R-IDs 

Info1 
Cellular 
Configuration - 
pending 

From ACE SM GCP - all are pending 
GPRS modem setup, IC=45, 0-
0:25.4.0.0 
Modem configuration, IC=27, 0-
0:2.0.0.0 
Auto answer, IC=28, 0-0:2.2.0.0 
GSM Diagnostic, IC=47, 0-0:25.6.0.0 
CHAP Password IC=1, 0-0:94.43.0.0 
Telecom CAT-M switch threshold - 
pending IC=1, 0-0:96.61.3.0 
Telecom CATM-NBIOT switch 
threshold - pending IC=1, 0-0:96.61.4.0 
Module system configuration - pending 
IC=1, 0-0:94.43.8.0 

 

Info2 
TCP/IP 
Configuration - 
pending 

Pending objects. 
TCP-UDP setup, IC=41, 0-0:25.0.0.0 
IPv4 setup, IC=42, 0-0:25.1.0.0 
IPv6 setup, IC=48, 0-0:25.7.0.0 
PPP setup, IC=44, 0-0:25.3.0.0 

 

Info3 
Generic 
Configuration 
Response 

This will be one or more responses to 
SET or ACTION commands used to 
deliver a full or partial configuration of 
the Meter. 
OBIS codes are dependent on the 
Commands. 

 

Info4 
Communications 
Configuration 
Control 

This contains the elements to control the 
changes of configuration. 
 
Script table - Activation of 
communications configuration elements 
Schedule - Activation of 
communications configuration elements 
Push Setup - On connectivity, IC=40, 0-
0:25.9.0.255  

 

Info5 
G3-Hybrid 
Configuration - 
pending 

Objects applied in ACE SM GCP - all are 
pending 
G3-PLC MAC layer counters, IC=90, 0-
0:29.0.0.0 
G3-PLC MAC setup, IC=91, 0-
0:29.1.0.0 
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G3-PLC MAC 6LoWPAN adaption layer 
setup IC=92, 0-0:29.2.0.0 
G3-PCL MAC Hybrid RF layer counters 
IC=160, 0-0:29.3.0.0 
G3-PLC MAC Hybrid RF MAC setup IC 
= 161, 0-0:29.4.0.0 
G3-PLC Hybrid 6LoWPAN adaption 
layer setup IC = 162, 0-0:29.5.0.0  

Info6 
V.44 Configuration 
objects 

Austria-specific Objects  
ToDo - define parameters and OBIS 
codes. 

 

Info7 
Communications 
Activation Control 

This sets priorities for different 
communication types, and permits wide 
area communications to be completely 
enabled or disabled. 
 
Objects are TBC. 

 

Info8 
Ethernet 
Configuration - 
active 

Ethernet configuration - current IC = 1, 
0-0:94.43.140.255 
Ethernet filter - current IC = 1, 0-
0:94.43.141.255 
Ethernet status IC = 1, 0-
0:94.43.142.255 

 

Info9 
Cellular 
Configuration - 
active 

From ACE SM GCP - all are active 
GPRS modem setup, IC=45, 0-
0:25.4.0.255 
Modem configuration, IC=27, 0-
0:2.0.0.255 
Auto answer, IC=28, 0-0:2.2.0.255 
GSM Diagnostic, IC=47, 0-0:25.6.0.255 
CHAP Password IC=1, 0-0:94.43.0.255 
Telecom CAT-M switch threshold IC=1, 
0-0:96.61.3.255 
Telecom CATM-NBIOT switch 
threshold IC=1, 0-0:96.61.4.255 
Module system configuration IC=1, 0-
0:94.43.8.255 

 

Info10 
G3-Hybrid 
Configuration - 
active 

Objects applied in ACE SM GCP. 
G3-PLC MAC layer counters, IC=90, 0-
0:29.0.0.255 
G3-PLC MAC setup, IC=91, 0-
0:29.1.0.255 
G3-PLC MAC 6LoWPAN adaption layer 
setup IC=92, 0-0:29.2.0.255 
G3-PCL MAC Hybrid RF layer counters 
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IC=160, 0-0:29.3.0.255 
G3-PLC MAC Hybrid RF MAC setup IC 
= 161, 0-0:29.4.0.255 
G3-PLC Hybrid 6LoWPAN adaption 
layer setup IC = 162, 0-0:29.5.0.255 
 
Additional Objects TBC 

Info11 
TCP/IP 
Configuration - 
active 

TCP-UDP setup, IC=41, 0-0:25.0.0.255 
IPv4 setup, IC=42, 0-0:25.1.0.255 
IPv6 setup, IC=48, 0-0:25.7.0.255 
PPP setup, IC=44, 0-0:25.3.0.255 

 

Info12 
Ethernet 
Configuration - 
pending 

Ethernet configuration - pending IC = 1, 
0-0:94.43.140.0 
Ethernet filter - pending IC = 1, 0-
0:94.43.141.0 
Ethernet status IC = 1, 0-0:94.43.142.0  

 

Info13 
Comms 
establishment Push 
Setup 

Push setup - On connectivity. 
IC = 40, 0-0:25.9.0.255 

 

Info14 
Generic Push 
Response 

This may depend on the lower layers 
employed.  
It may be an Application layer response 
from the cosem Client, or it may be a 
lower layer acknowledgement of 
datagram delivery. 

 

Info15 
Cellular 
Configuration - 
backup 

From ACE SM GCP - all are backup 
GPRS modem setup, IC=45, 0-
0:25.4.0.254 
Modem configuration, IC=27, 0-
0:2.0.0.254 
Auto answer, IC=28, 0-0:2.2.0.254 
GSM Diagnostic, IC=47, 0-0:25.6.0.254 
CHAP Password IC=1, 0-0:94.43.0.254 
Telecom CAT-M switch threshold IC=1, 
0-0:96.61.3.254 
Telecom CATM-NBIOT switch 
threshold IC=1, 0-0:96.61.4.254 
Module system configuration IC=1, 0-
0:94.43.8.254 

 

Info16 
Ethernet 
Configuration - 
backup 

Ethernet configuration - backup IC = 1, 
0-0:94.43.140.255 
Ethernet filter - backup IC = 1, 0-
0:94.43.141.255 
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Ethernet status IC = 1, 0-
0:94.43.142.255  

Info17 
G3-Hybrid 
Configuration - 
backup 

Objects applied in ACE SM GCP - all are 
backup 
G3-PLC MAC layer counters, IC=90, 0-
0:29.0.0.254 
G3-PLC MAC setup, IC=91, 0-
0:29.1.0.254 
G3-PLC MAC 6LoWPAN adaption layer 
setup IC=92, 0-0:29.2.0.254 
G3-PCL MAC Hybrid RF layer counters 
IC=160, 0-0:29.3.0.254 
G3-PLC MAC Hybrid RF MAC setup IC 
= 161, 0-0:29.4.0.254 
G3-PLC Hybrid 6LoWPAN adaption 
layer setup IC = 162, 0-0:29.5.0.254 
 
Additional Objects TBC 

 

Info18 
TCP/IP 
Configuration - 
backup 

backup objects. 
TCP-UDP setup, IC=41, 0-0:25.0.0.254 
IPv4 setup, IC=42, 0-0:25.1.0.254 
IPv6 setup, IC=48, 0-0:25.7.0.254 
PPP setup, IC=44, 0-0:25.3.0.254 

 

6.23.7. Common terms and definitions 

Common terms and definitions 

Term Definition 

Auto_answer 

IC = 28. Version 0 of the Auto answer class models how the 
device handles incoming calls to request the connection of the 
modem.  
In version 2, new capabilities are added to manage wake-up 
requests that may be in the form of a wake-up call or a wake-up 
message e.g. an (empty) SMS message. After a successful 
wake-up request, the device connects to the network.  

G3_PLC_Classes 

These are: 
G3-PLC MAC layer counters, IC=90,  
G3-PLC MAC setup, IC=91, 
G3-PLC MAC 6LoWPAN adaption layer setup IC=92,  
G3-PCL MAC Hybrid RF layer counters IC=160,  
G3-PLC MAC Hybrid RF MAC setup IC = 161,  
G3-PLC Hybrid 6LoWPAN adaption layer setup IC = 162,  

GSM_Diagnostic 
IC = 47. The cellular network is undergoing constant changes in 
terms of registration status, signal quality, etc. It is necessary to 
monitor and log the relevant parameters in order to obtain 
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diagnostic information that allows identifying communication 
problems in the network.  
An instance of the “GSM diagnostic” class stores parameters of 
the GSM/GPRS, UMTS, CDMA or LTE network necessary for 
analysing the operation of the network.  
A GSM diagnostic “Profile generic” object is also available to 
capture the attributes of the GSM diagnostic object, see DLMS 
UA 1000-1 Ed 17 Part 1:2025, 6.5.  

IPv4_setup 

IC = 42. This IC allows modelling the setup of the IPv4 layer, 
handling all information related to the IP Address settings 
associated to a given device and to a lower layer connection on 
which these settings are used.  
There shall be an instance of this IC in a device for each 
different network interface implemented. For example, if a 
device has two interfaces (using the TCP-UDP/IPv4 profile on 
both of them), there shall be two instances of the IPv4 setup IC 
in that device: one for each of these interfaces.  

IPv6_setup 

IC = 48. The IPv6 setup IC allows modelling the setup of the 
IPv6 layer, handling all information related to the IPv6 address 
settings associated to a given device and to a lower layer 
connection on which these settings are used.  

Modem_configuration 
IC = 27. This IC allows modelling the configuration and 
initialisation of modems used for data transfer from/to a device. 
Several modems can be configured. 

PPP_setup 

IC = 44. This IC allows modelling the setup of interfaces using 
the PPP protocol, by handling all information related to PPP 
settings associated to a given physical device and to a lower 
layer connection on which these settings are used. There shall 
be an instance of this IC for each network interface of a physical 
device.  

TCP-UDP_setup 

IC = 41. Instances of the IC TCP-UDP setup allow modelling the 
setup of the TCP or UDP sub-layer of the COSEM TCP or UDP 
based transport layer of a TCP-UDP/IP based communication 
profile or the UDP sub-layer of the DLMS/COSEM CoAP 
transport layer of a DLMS/COSEM CoAP based communication 
profile.  

P2P 
Point to point. Note that this usually references cellular- based 
public network radio systems (GSM). 

PLC 
Power Line Carrier. Note that this is a generic term, and covers 
G3-PLC and G3-Hybrid (which applies power line carrier and 
radio technologies). 
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Hub/Gateway 
This is a neighbourhood network device, and may be a basic 
Gateway or a Dualmode-Gateway. 

Dualmode-Gateway 
A gateway with advanced features, for example meter reading 
or firmware image distribution. 

 

6.24. Use Case Oe-02 – Calibration and maintenance 

6.24.1. Description of the use case 

6.24.1.1. Name of use case 

Use case identification 

ID Area(s)/Domain(s)/Zone(s) Name of use case 

 Austria Oe-UC-02 Calibration & maintenance 

6.24.1.2. Scope and objectives of use case 

Scope and objectives of use case 

Scope This covers the situation where the meter requires testing in the laboratory. 

Objective(s) Verification completed: The state of the meter's calibration is known. 

Related business case(s)  

6.24.1.3. Narrative of Use Case 

Narrative of use case 

Short description 

Placement of the meter into a test/calibration mode, recording of energy used during the test phase, and returning 

the meter to normal operation. 

Complete description 

The meter is to be capable of a change of operation to support calibration using the optical port. In this mode, the 

meter will: 

1) indicate on the display that it is in a test/calibration mode 

2) be capable of permitting a LED to change its function to deliver an alternate pulse rate and indicate an alternative 

parameter (e.g. a second LED selected to pulse for A- at 1 pulse per Wh), and also change the duration of LED 

illumination per pulse. 

3) be capable of indicating consumption at a higher resolution than normal 

4) stay in calibration mode during a power outage 

5) automatically exit the calibration mode after 24 hours or at a predetermined future time. 

Summary of use case 

• Oe02-S1 Calibration mode start 
Description: The Meter enters the Calibration Mode.  

• Oe02-S2 Calibration mode operations 

Description: The meter's calibration is tested. 
The LED configuration will be changed during this phase to facilitate the tests being 
undertaken. 
Records are collected by the meter during the calibration mode  
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• Oe02-S3 End of calibration mode 

Description: The meter ends calibration mode either as a result of an instruction from 
the Test Engineer or as a result of the timer.  

6.24.1.4. Key performance indicators (KPI) 

Key performance indicators 

ID Name Description 
Reference to mentioned use case 

objectives 

1 
Verification 

completion 

XX% of verifications are completed within the 

allotted time. 
Verification completed 

6.24.1.5. Use case conditions 

Use case conditions 

Assumptions 

Prerequisites 

1 Requirement to validate calibration: The Test Engineer has a work instruction to verify the calibration of the meter. 

6.24.1.6. Further information to the use case for classification/mapping 

Classification information 

Relation to other use cases 

<<BUC>> Extensions 

Level of depth 

Some object modelling 

Prioritisation 

Mandatory 

Generic, regional or national relation 

Austria. This UC has been drafted to meet the national legislation of Austria, but may be applied in other countries. 

Nature of the use case 

SUC 

Further keywords for classification 

6.24.1.7. General remarks 

General remarks 

LED Operations: In normal operation, a LED will indicate active energy at a rate that is printed on the meter (for 

example, 800 pulses per kWh, 1 pulse per Wh).  

This rate and function is configurable for the LED, and the display may be able to show the current setting.  

This functionality must be listed in the BEV Calibration Certificate. 
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6.24.2. Diagrams of use case 

Diagram(s) of use case 
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6.24.3. Technical details 

6.24.3.1. Actors 

Actors 

Grouping (e.g. 

domains, zones) 
Group description 

Actor name 
Actor 

type 
Actor description 

Further information 

specific to this use 

case 

Smart Electric 

Meter (SEM) 
System Smart Meter is an AC Electricity Meter with additional functions. 

The meter is the 

instrument under test 

Test Engineer System 

An operator who works in a calibration laboratory setting to verify 

the accuracy (and possibly other features) of meters, both as initial 

acceptance from the manufacturer and during the lifetime of the 

meter. 
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6.24.3.2. References 

References 

No. 
Reference 

Type 
Reference Status Impact on use case 

Originator / 

organisation 
Link 

1 
Type 

Approval 

BEV Calibration 

Certificate 

Per meter 

type 

Controls what may be adjusted 

temporarily to improve speed of testing. 
BEV  

6.24.4. Step by step analysis of use case 

6.24.4.1. Overview of scenarios 

Scenario conditions 

No. 
Scenario 

name 
Scenario description 

Primary 

actor 

Triggering 

event 
Pre-condition Post-condition 

1 
Oe02-S1 
Calibration 
mode start 

The Meter enters 
the Calibration 
Mode. 

Test 
Engineer 

 

Test Engineer 
equipped for 
task: The test 
engineer has 
the tools 
required. 
Security 
credentials: 
The test 
engineer has 
access to the 
security 
credentials 

Calibration 
mode: The meter 
is functioning in 
calibration mode. 

2 

Oe02-S2 
Calibration 
mode 
operations 

The meter's 
calibration is 
tested. 
The LED 
configuration will 
be changed 
during this phase 
to facilitate the 
tests being 
undertaken. 
Records are 
collected by the 
meter during the 
calibration mode 

Smart 
Electric 
Meter 
(SEM) 

 

Oe02 S1 
Completed 
correctly: The 
meter entered 
calibration 
mode correctly 

Registers record 
correctly: The 
register (s) 
activated for 
calibration mode 
increment 
according to the 
consumption 
taking place. 

3 

Oe02-S3 
End of 
calibration 
mode 

The meter ends 
calibration mode 
either as a result 
of an instruction 
from the Test 
Engineer or as a 

Test 
Engineer 

Return to 
normal 
mode 
timer 

Meter in 
calibration 
mode: The 
meter is 
operating in 
the calibration 

Meter in normal 
operation: 
register (s) 
captured as 
required. 
display setting & 
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result of the 
timer. 

mode, with 
non-standard 
displays. 

LED 
configuration 
returned to 
normal 
calibration mode 
end event 
recorded. 

6.24.4.2. Steps - Scenarios 

6.24.4.2.1. Oe02-S1 Calibration mode start 

The Meter enters the Calibration Mode.  
Requirement list (refer to "Requirement" section for more information) 

Requirement R-ID Requirement name 

Req1 Calibration mode implemented 

Req2 Meter parameters & selections are Operable 

Req3 Display of mode 
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Scenario step by step analysis 

Scenario 

Scenario 

name 
Oe02-S1 Calibration mode start 

Step 

No 
Event 

Name of 

process/activity 

Description of 

process/activity 
Service 

Information 

producer 

(actor) 

Information 

receiver 

(actor) 

Information 

exchanged 

(IDs) 

Requirement, 

R-IDs 

1.1  
S1-A1 Initiate 

local 

communications 

Create an HDLC 

connection, 

Establish the AA 

 Test 

Engineer 

   

1.2  
S1-A2 Make local 

comms 

connection 

Establish the AA 

Record the local 

communications 

Event(s) 

 
Smart 

Electric 

Meter (SEM) 
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(ToDo - 

References to 

UC19 Information 

instances) 

1.3  S1-A3 Initiate 

calibration mode 

Set Calibration 

Mode to ON. 

Record 

Calibration Mode 

Start event 

Set required 

display 

parameters (See 

UC 18) 

Configure LED 

parameters 

Set test exit time  

 Test 

Engineer 

Smart 

Electric 

Meter (SEM) 

Info1-

Calibration 

Mode, Info2-

Display items 

Configuration 

 

1.4  S1-A4 Enter 

calibration mode 

The meter 

performs the 

sequence of 

instructions and 

enters calibration 

mode 

 
Smart 

Electric 

Meter (SEM) 

Test 

Engineer 

Info3-

Standard 

Event Log 

Objects, Info4-

Generic 

Configuration 

Response 

 

1.5  S1-A5 Engineer 

aware 

The engineer is 

aware that the 

meter is in 

calibration mode 

 Test 

Engineer 

   

• 1.3. S1-A3 Initiate calibration mode 

Information Overview: Oe02-S1 Calibration mode start/S1-A3 Initiate calibration mode 

Set Calibration Mode to ON. 

Record Calibration Mode Start event 

Set required display parameters (See UC 18) 

Configure LED parameters 

Set test exit time 

 

 

 

Information sent: 

Information object Instance name Instance description 

Calibration Mode Calibration mode parameters See detailed list 

Display items Configuration Display sequence Temporary display sequence values 

• 1.4. S1-A4 Enter calibration mode 

Information Overview: Oe02-S1 Calibration mode start/S1-A4 Enter calibration mode 

The meter performs the sequence of instructions and enters calibration mode  

Information sent: 

Information object Instance name Instance description 

Standard Event Log Objects Event Logs  

Generic Configuration Response  Response to calibration mode  

6.24.4.2.2. Oe02-S2 Calibration mode operations 
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The meter's calibration is tested. 
The LED configuration will be changed during this phase to facilitate the tests being 
undertaken. 
Records are collected by the meter during the calibration mode  
Requirement list (refer to "Requirement" section for more information) 

Requirement R-ID Requirement name 

Req4 Power fail in calibration mode 
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Scenario step by step analysis 

Scenario 

Scenario 

name 
Oe02-S2 Calibration mode operations 

Step 

No 
Event 

Name of 

process/activity 

Description of 

process/activity 
Service 

Information 

producer 

(actor) 

Information 

receiver 

(actor) 

Information 

exchanged 

(IDs) 

Requirement, 

R-IDs 

2.1  S2-A1 recording 

& display 

 

The meter displays 

values according to 

the special display 

configuration. 

The LED s adopt 

the pulse conditions 

for calibration. 

For clarity, all other 

meter activities 

(Event logging, 

consumption 

recording, interval 

 
Smart 

Electric 

Meter (SEM) 
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logging etc) 

continue as normal. 

6.24.4.2.3. Oe02-S3 End of calibration mode 

The meter ends calibration mode either as a result of an instruction from the Test Engineer or 
as a result of the timer.  
Requirement list (refer to "Requirement" section for more information) 

Requirement R-ID Requirement name 

Req5 Revert to normal mode automatically 
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Scenario step by step analysis 

Scenario 

Scenario 

name 
Oe02-S3 End of calibration mode 

Step 

No 
Event 

Name of 

process/activity 

Description of 

process/activity 
Service 

Information 

producer 

(actor) 

Information 

receiver 

(actor) 

Information 

exchanged 

(IDs) 

Requirement, 

R-IDs 

3.1  

S3-A1 Test 

engineer 

terminates 

calibration mode 

Command(s) is/are 

sent from the Test 

Engineer to end the 

calibration mode. 

This includes 

executing the script 

and requesting the 

test log. 

 Test 

Engineer 
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3.2  

S3-A2 meter 

executes end of 

calibration mode 

script 

Script does the 

following steps 

1) clear the test 

mode boolean 

2) record the end of 

calibration mode 

event in the event 

log 

3) return the 

display sequence 

to the default value  

4) reset the LED 

configuration to 

default 

5) cancel the 

calibration mode 

timer 

 

Note that if the test 

engineer has not 

collected the data, 

then the logs can 

be retrieved from 

the HES. 

 
Smart 

Electric 

Meter (SEM) 

Test 

Engineer 

Info1-

Calibration 

Mode 

 

3.3  S3-A3 Receive 

test log 

The Test Engineer 

receives the log. 

The Test engineer 

will also record test 

results and deliver 

the report. 

 Test 

Engineer 

   

• 3.2. S3-A2 meter executes end of calibration mode script 

Information Overview: Oe02-S3 End of calibration mode/S3-A2 meter executes end of 

calibration mode script 

Script does the following steps 

1) clear the test mode boolean 

2) record the end of calibration mode event in the event log 

3) return the display sequence to the default value  

4) reset the LED configuration to default 

5) cancel the calibration mode timer 

 

Note that if the test engineer has not collected the data, then the logs can be retrieved from the HES.  

Information sent: 

Information 

object 

Instance 

name 
Instance description 

Calibration Mode Calibration Log 
send the calibration log to the test engineer as a response to the command(s) 

issued. 

6.24.5. Information exchanged 

Information exchanged 

Information 

exchanged, 

ID 

Name of information Description of information exchanged 
Requirement, 

R-IDs 
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Info1 
Calibration 
Mode 

Calibration Mode Start Event 
Calibration Mode End Event 
Display Resolution increase 
LED register (the item for the LED to respond 
to) identification 
LED resolution (cycles per unit) adjustment 
LED pulse duration (milliseconds ON time) 
adjustment 
LED mode of operation (active, reactive, 
indication of start of LP1 period) 
Test exit Script 
Test exit schedule  

 

Info2 
Display items 
Configuration 

The instance below allows the configuration 
of data shown on the meter display where the 
attribute “capture_objects” defines attributes 
(non exhaustive) which are shown on the 
meter display. 
 
Object Name = General display readout 
(auto-scroll) 
IC = 7 
Logical Name = 0-0:21.0.1.255 
Description = List of the data to be available 
on the meter display in auto-scroll mode 
 
Object Name = alternate display readout 
(manual scroll) 
IC = 7 
Logical Name = 0-0:21.0.2.255 
Description = List of the data to be available 
on the meter display in manual scroll mode. 

 

Info3 
Standard Event 
Log Objects 

Class 7 - Standard Event Log 0-
0:99.98.0.255 
 
Class 1 - Event Object - Standard Event Log 
0-0:96.11.0.255 

 

Info4 
Generic 
Configuration 
Response 

This will be one or more responses to SET or 
ACTION commands used to deliver a full or 
partial configuration of the Meter. 
OBIS codes are dependent on the 
Commands. 

 

6.24.6. Requirements (optional) 

Requirements (optional) 

Categories ID 
Category name for 

requirements 
Category description 
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Requirement 

R-ID 
Requirement name Requirement description 

Req1 
Calibration mode 
implemented 

The meter must have a calibration mode 
implemented for efficient testing/calibration. and 
an event is recorded. 

Req2 
Meter parameters & 
selections are 
Operable 

The functions supported by the calibration mode 
must be able to be activated and deactivated 
individually. These are: 

• Increasing the decimal places on the display, 

• Increasing the LED pulse constant, 

• Active/reactive switching of the LED, 

• Switching the LED pulse length. 

Req3 Display of mode 
The status of the calibration mode must be 
recognisable on the display. 

Req4 
Power fail in calibration 
mode 

The meter is not allowed to deactivate the 
calibration mode in the event of a power failure. 

Req5 
Revert to normal mode 
automatically 

If the calibration mode is not switched off by 
command, it must be deactivated automatically 
after 24 hours (timeout). 

6.24.7. Common terms and definitions 

Common terms and definitions 

Term Definition 

Profile_generic 

IC = 7. This IC provides a generalized concept allowing to store, sort 
and access data groups or data series, called capture objects. 
Capture objects are appropriate attributes or elements of (an) 
attribute(s) of COSEM objects. The capture objects are collected 
periodically or occasionally.  
A profile has a buffer to store the captured data. To retrieve only a 
part of the buffer, either a value range or an entry range may be 
specified, asking to retrieve all entries that fall within the range 
specified.  
The list of capture objects defines the values to be stored in the 
buffer (using auto capture or the method capture). The list is defined 
statically to ensure homogenous buffer entries (all entries have the 
same size and structure). If the list of capture objects is modified, 
the buffer is cleared. If the buffer is captured by other “Profile 
generic” objects, their buffer is cleared as well, to guarantee the 
homogeneity of their buffer entries.  
The buffer may be defined as sorted by one of the capture objects, 
e.g. the clock, or the entries are stacked in a “last in first out” order. 
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For example, it is very easy to build a “maximum demand register” 
with a one entry deep sorted profile capturing and sorted by a 
“Demand register” last_average_value attribute. It is just as simple 
to define a profile retaining the three largest values of some period.  

Register 

IC = 3. This interface class can be used to represent any measured 
quantity, and has both the measured value and the scale and unit of 
measure available. 
Common uses include energy registers. 

Demand_register IC = 5. Register specific for demand monitoring. 

LED Light Emitting Diode. Used to indicate consumption and/or reactive. 

 

6.25. Use Case Oe-03 – Communications module management 

6.25.1. Description of the use case 

6.25.1.1. Name of use case 

Use case identification 

ID Area(s)/Domain(s)/Zone(s) Name of use case 

 Austria Oe-UC-03 Communications Module Management 

6.25.1.2. Scope and objectives of use case 

Scope and objectives of use case 

Scope 

Generic control of change of communications module without removing the meter.  

Note that the scope does not include comms modules with their own COSEM servers and 

identities. 

Objective(s) 
Communications established: Communications in accordance with DSO practice are fully 

operational. 

Related business 

case(s) 
 

6.25.1.3. Narrative of Use Case 

Narrative of use case 

Short description 

Field exchange of communications module. 

Complete description 

A technician visits site and follows a process to exchange a communications module. This is in response to several 

possible circumstances: 

-Module failure - the module has a technical fault that can be resolved by module exchange 

-Network update - the module is not capable of upgrade to meet the requirements of a network change (e.g. 4G 

sunsetting) 

-Network change - the DSO wishes to use the meter on network that is not compatible with the existing module, 

for example, use a meter that was on G3-PLC to P2P or G3-Hybrid. 

In any of these circumstances, the processes will vary. 
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Summary of use case 

• Oe-UC-03-S1 - Preconditioning of the meter 

Description: If there is a change to the network technology, then it is possible that a 
new firmware version is needed for the meters affected. 
It is likely that a change of communications parameters is required, see Oe-UC-01.  

• Oe-UC03-S2 Module replacement 
Description: The technician attends site and replaces the module.  

6.25.1.4. Key performance indicators (KPI) 

Key performance indicators 

ID Name Description 
Reference to mentioned use case 

objectives 

1 
Communications in 

place 

(ToDo) KPIs may vary depending on the purpose of 

the module exchange. 
Communications established  

6.25.1.5. Use case conditions 

Use case conditions 

Assumptions 

1 

Module transparency: The communications module is a key element of the network. However, at the application 

layer level it is transparent - settings and configuration of the module are carried out using Oe-UC01 which 

interacts with the meter and communications module as a single entity.  

Note that there may also be versions of communications modules that include data items related to 

communications, and these may have their own COSEM clients, and be managed as separate devices by the 

HES, but these are not included in the ACE SM GCP or in the Austria annex. 

Implementation of the communications module is therefore manufacturer specific. 

2 

Workforce Management system: For changing the module, the workforce managment system might be 

mandatory (e.g. if no communcation via WAN possible). Otherwise it might not possible to change the 

communication parameters.  

Prerequisites 

1 
Tested process: The module exchange - especially with respect to network change occurrences - has been 

thoroughly tested in non-production and pre-production environments. 

6.25.1.6. Further information to the use case for classification/mapping 

Classification information 

Relation to other use cases 

<<BUC>> Extensions 

<<SUC>> Oe-UC-01 Communications Configuration 

Level of depth 

high level first pass 

Prioritisation 

Mandatory 

Generic, regional or national relation 

Austria 

Nature of the use case 
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SUC 

Further keywords for classification 

6.25.2. Diagrams of use case 

Diagram(s) of use case 
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6.25.3. Technical details 

6.25.3.1. Actors 

Actors 

Grouping (e.g. 

domains, zones) 
Group description 

Actor name 
Actor 

type 
Actor description 

Further 

information 

specific to this use 

case 

Technician System 
This person performs tasks with meters in the field, but is not 

necessarily qualified to do electrical works. 
 

Head End 

System 
System Head End System offers services to collect metering data and also 

to deliver configuration and other commands to the meters. It usually 
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interacts with other business systems to deliver the meter data and 

other services to other business units and to wider industry. 

Smart Electric 

Meter (SEM) 
System Smart Meter is an AC Electricity Meter with additional functions.  

Hub/Gateway System 

Hub/Gateway is an intermediate device that is interposed between 

the Smart Meter and the HES.  

It may be a simple relay device or have intelligence to read meters 

and perform other functions directly. 

 

6.25.3.2. References 

References 

No. 
Reference 

Type 
Reference Status 

Impact on use 

case 

Originator / 

organisation 
Link 

1  Austria annex to the ACE SM 

GCP 
Required  OeE  

6.25.4. Step by step analysis of use case 

6.25.4.1. Overview of scenarios 

Scenario conditions 

No

. 
Scenario name 

Scenario 

description 

Primary 

actor 
Triggering event Pre-condition Post-condition 

1 

Oe-UC-03-
S1 - 
Preconditioni
ng of the 
meter 

If there is a 
change to the 
network 
technology, 
then it is 
possible that 
a new 
firmware 
version is 
needed for 
the meters 
affected. 
It is likely that 
a change of 
communicatio
ns 
parameters is 
required, see 
Oe-UC-01. 

Head 
End 
System, 
Technici
an 

Network 
variance: 
Either the 
network is 
becoming 
unavailable 
(e.g. 4G 
sunsetting) or 
there is a need 
to change the 
communicatio
ns network to 
an alternative 
technology 
(e.g. P2P to 
PLC or vice-
versa). 

Meter is 
contactable: 
Communicatio
ns can be 
established 
with the meter. 

Meter ready 
for module 
exchange: 
Meter has 
firmware and 
configuration 
ready for the 
new module. 

2 
Oe-UC03-S2 
Module 
replacement 

The 
technician 
attends site 
and replaces 
the module. 

Technici
an 

Communicatio
ns 
malfunction: 
Communicatio
ns has worked 

Technician 
has 
equipment: 
Technician will 
need 
replacement 

Meter 
communicatio
ns 
established 
with HES: The 
meter has 
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but is now not 
working. 

module and 
other tools and 
equipment. 
Technician 
qualified: 
Technician 
has suitable 
qualifications 
and has 
documented 
process for the 
exchange. 

sent a 
datanotificatio
n (Push on 
Connectivity) 
to the HES, 
and received 
a response. 

6.25.4.2. Steps - Scenarios 

6.25.4.2.1. Oe-UC-03-S1 - Preconditioning of the meter 

If there is a change to the network technology, then it is possible that a new firmware version 
is needed for the meters affected. 
It is likely that a change of communications parameters is required, see Oe-UC-01.  
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Scenario step by step analysis 

Scenario 

Scenario 

name 
Oe-UC-03-S1 - Preconditioning of the meter 

Step 

No 
Event 

Name of 

process/activity 

Description of 

process/activity 
Service 

Information 

producer 

(actor) 

Information 

receiver 

(actor) 

Information 

exchanged 

(IDs) 

Requirement, 

R-IDs 

1.1  
S1-A1 Firmware 

update (See 

UC10) 

The firmware is 

updated in the 

meter 

 
Head End 

System, 

Technician 

Smart 

Electric 

Meter 

(SEM) 

Info1-Firmware 

transfer and 

activation 

 

1.2  S1-A2 Firmware 

update response 
  

Smart 

Electric 

Meter 

(SEM) 

Head End 

System, 

Technician 

Info2-Generic 

Configuration 

Response 

 

1.3  

S1-A3 Comms 

configuration 

update (See Oe-

UC01) 

New 

communications 

configuration 

parameters are 

applied to the 

meter. 

 
Head End 

System, 

Technician 

Smart 

Electric 

Meter 

(SEM) 

Info3-

Communications 

configuration 

object group 

 

1.4  
S1-A4 Comms 

configuration 

update response 

  

Smart 

Electric 

Meter 

(SEM) 

Head End 

System, 

Technician 

Info2-Generic 

Configuration 

Response 
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1.5  S1-A5 Receive 

response 

The HES 

receives the 

response, stores 

needed data and 

updates other 

systems as 

required. 

 
Head End 

System, 

Technician 

   

• 1.1. S1-A1 Firmware update (See UC10) 

Information Overview: Oe-UC-03-S1 - Preconditioning of the meter/S1-A1 Firmware 

update (See UC10) 

The firmware is updated in the meter  

Information sent: 

Information object Instance name Instance description 

Firmware transfer and activation  Firmware image firmware image and activation process as per UC10. 

• 1.2. S1-A2 Firmware update response 

Information Overview: Oe-UC-03-S1 - Preconditioning of the meter/S1-A2 Firmware 

update response 

 

Information sent: 

Information object Instance name Instance description 

Generic Configuration Response  Firmware update activation response Response to the activation command. 

• 1.3. S1-A3 Comms configuration update (See Oe-UC01) 

Information Overview: Oe-UC-03-S1 - Preconditioning of the meter/S1-A3 Comms 

configuration update (See Oe-UC01) 

New communications configuration parameters are applied to the meter.  

Information sent: 

Information object Instance name Instance description 

Communications configuration object group  Comms objects For detail, see UC Oe-01 

• 1.4. S1-A4 Comms configuration update response 

Information Overview: Oe-UC-03-S1 - Preconditioning of the meter/S1-A4 Comms 

configuration update response 

 

Information sent: 

Information object Instance name Instance description 

Generic Configuration 

Response 

communications configuration 

response 

Responses to the communications 

commands. 

6.25.4.2.2. Oe-UC03-S2 Module replacement 
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